2015-2020

Standoff IED, Person-Borne & Vehicle-Borne
Explosives & Weapon Detection:
Technologies & Europe Market

Homeland Security Research Corp.




Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

Standoff IED, Person-Borne &
Vehicle-Borne Explosives & Weapon

Detection: Technologies & Europe
Market

2015-2020

Homeland Security Research Corp. (HSRC) is an international market and technology
research firm specializing in the Homeland Security (HLS) & Public Safety (PS) Industry.
HSRC provides premium market reports on present and emerging technologies and
industry expertise, enabling global clients to gain time-critical insight into business
opportunities. HSRC’s clients include U.S. Congress, DHS, U.S. Army, U.S. Navy,
NATO, DOD, DOT, GAO, and EU, among others; as well as HLS & PS government
agencies in Japan, Korea, Taiwan, Israel, Canada, UK, Germany, Australia, Sweden,
Finland, Singapore. With over 750 private sector clients (72% repeat customers),
including major defense and security contractors, and Fortune 500 companies, HSRC
earned the reputation as the industry’s Gold Standard for HLS & PS market reports.

Washington D.C. 20004, 601 Pennsylvania Ave., NW Suite 900,
Tel: 202-455-0966, info@hsrc.biz, www.homelandsecurityresearch.com

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



http://www.homelandsecurityresearch.com/
mailto:info@hsrc.biz
http://www.homelandsecurityresearch.com/

Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

| P— e — —
Table of Contents
1 EXECULIVE SUMMAIY oo e e e s 16
I A -V (o ] g T o 1 T 16
1.2 MaJor CONCIUSIONS ... 25
1.3 Standoff IED, PBIED & VBIED Detection Technologies .................. 27
1.4  Europe Standoff IED, Person-Borne & Vehicle-Borne
Explosives & Weapon Detection Market —2015-2020...................... 34
MARKET ANALYSIS ..o 35
2 oY G B B Y= 35
3 Market INNTDITOTS ... e 37
4 SWOT ANAIYSIS ittt e e e e e e e e e e e e eeeeennnns 38
4.1 SHENGINS ..o ————— 38
4.2 WERAKNESSES ....uvuiiieii ittt e e e e e e e e 38
G I @ o] o To ] U 11 1= 39
O I 1 (== 1T 39
COoMPELITIVE ANAIYSIS .ouiiiiiiiiii e 41
Business Models & Strategies ........ouueiiiieeiiiieieiiiie e 42
6.1 Variable Economic ConditioNS .........cccovviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee 42
6.2  Standoff IED, PBIED & VBIED Detection Market Tiers.................... 42
6.3 Defense Primes & Mega Corporations’ Inroads into the
Standoff IED, PBIED & VBIED Detection Market.............cccccceeeennn... 42
6.4  Entry Strategies Toward the Standoff IED, PBIED & VBIED
D (S Tot [0 g I =] o - 43
6.5  PriCe ElaStiCIty.........uuuiiiiii e 44
6.6  Mergers and AcqUISItIONS (M&A)........ccoviiiiiiiiiiiiiiiiiiiieeeeeeeeeee 46
6.7 Customer Planning & Procurement Process..........ccccccveeieeeeeeeennnnns 47
INDUSTRY e 48
7 PBIED, VBIED & IED Detection Industry Challenges............ccccccceeenn. 48
7.1  Technological Challenges..........ccoouiiiiiiiiiiii e, 48
7.2  Threat Identification Challenges...........ccccccociiiiiiiiiiiiiiieee, 50
7.3  Standoff System Performance Challenges ............ccccooeeiiviiiiieennnnn. 50
8 Safe Range Required by Standoff IED, PBIED & VBIED
Detection TeChNOIOQIES ...coovviiiiie e 52

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:

Technologies & Europe Market - 2015-2020

—, e S— p———
9 PBIED, VBIED & IED Detection: Operational Considerations............... 54
9.1.1 Person-Borne Explosive Devices (PBIEDs): Standoff
Detection ChallenNges .............uuuuiiiiiiiiiiiiiiiiiiiiiiiiieaaens 55
9.1.2 Vehicle-Borne Improvised Explosive Devices (VBIED)
Standoff Detection Challenges.........cccccovviiiiiiiiiiiiiiiiiiiinnnn, 56
10 Business Challenges and OpportunitieS..........ccooviiveeiiiiiiieceeiiiec e, 59
10.1  INTrOAUCTION .o 59
10.2 Standoff Detection and Confirmation of Explosives ......................... 59
10.3 Standoff Detection of Person-Borne & Vehicle-Borne IEDs............. 60
10.4 Buried IED and Pressure Initiation DeViCe .........cccoveeeeiiveiiiiiiiiineeenn. 60
10.5 FOrce ProteCtion.........coooeeiiieiieeeee e 60
10.6 Enhanced Intelligence, Surveillance & Reconnaissance
(ST 2 T 61
10.7 Explosively Formed Penetrator Device Detection..........ccccccceeeeennn.. 61
10.8 Deep Buried IED DetecCtion ............uuiiiiieeeiiieiiicie e 61
10.9 Blasting Cap Detect and Defeat...........ccoooeeeeieieeiee, 61
10.10 Command Wire Detection and Defeat .............cccoeeeeeeeiiiieeeeee, 62
10.11 Improved Detection QUAlILY.........ccoeeeeeeeeeeieeee e 62
10.12 Multiple-Threat Standoff Detection............ccoovvvviiiiiee e 62
10.13 COSt Of DEIECHION ..cceeviiiiiiiiee e 62
10.14 Increased AULOMALION ........cooeeeeee e 62
10.15 Ease of INtegration ..o 63
10.16 Medium Capacity, Multi-Threat Detection Systems ......................... 63
TECHNOLOGIES ... 64
11 Comparison of Standoff IED, PBIED & VBIED Detection
TECNNOIOGIES .. 64
12 Standoff Walk-by & Pass-through Threat Detection
Corridors TeChNOIOQIES ......uuiiii e 66
12.1 Walk-through Corridors: Active Electromagnetic Weapons
Detection Present & Pipeline Technologies............cccoooveeeeiiiiiiinnnnnnn. 66
12.2 Passive Electro Magnetic Signature Corridor ..., 67
12.3 Standoff Passive MMWave DOOrwWays ..........ccccuvveeveiiiiieeeeiiineeeeennnn, 68
12.4 Focal Plane Array Passive MMWaVe............ccccoceeeiiiieeee 68
12.4.1 Walk-by Passive MMWave Imaging System ..............cco.u...... 69
12.5 Walk-through Corridors: Fourier Transform Infrared (FTIR)
SPECIrOSCOPY SYSLEIMS ...eviiiiiieee e 71
12.6 Covert Walk-through Biometric Identification Corridors ................... 72
12.7 Fused Standoff PBIED Detection &Video-based Biometrics............ 74
12.8 Walk-by Active Centimeter Range (Ku band) Microwave
)21 (=] 1 PP 75

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



13

14

15

16

17

Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

Open Space Standoff Explosives & Weapon Detection

TECNNOIOGIES .. 78
IR 0 A [ 1 0o [ Tod 1 o] o 78
13.2 Open Space Standoff Explosives & Weapon Detection
Technologies Challenges.........cooooooeiii, 79
13.3 Bi-Modal Standoff IED, PBIED & VBIED Detection Systems........... 80
13.3.1 Sample: Standoff Fused MMWave & Infrared System .......... 80
Standoff Vehicle-Borne Explosives Detection: Technologies.............. 81
I R @ 1Y V= 81
14.2 VBIED Detection: Challenges.........cccoooeieiiiiiiiiiiiiieeeeeeeeeee e 81
14.3 Example: Raman Spectroscopy Based Vehicle Standoff
DeteCtOr - P. EYe. e 84
Standoff IED, PVIED & VBIED UGV Detection Technologies................ 85
15.1 UGV Expectation Management...........cccceeevvviriiiiiiieeeeeeeeeeiiee e 85
15.2 UGV Requirements Management..........cooooveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 86
15.3 UGV MODIIEY .o 86
15.4 UGV FUNCHON ...t 86
15.5 The HUMaN OPErator.........ccccoiiiiiiiiiiiiee e e 87
15.6 Future IED, PBIED & VBIED Detection UGV ........ccccccoeviiiiiiiieeeennnn. 88
15.7 Cobham Antenna Systems Standoff IED, PVIED & VBIED
UGV IED Detection Technology..........ccccccvvviiiiiiiiiiiiiiiiiiiiiiiiiiieeeeee 89
15.8 Israel Aerospace Industries CIMS System........cccooeeeeeviiviiiiiiiinneeenn, 90
15.9 Rafael — EZ-K9e Stand-off MMWave IED Detection System........... 93
Multi-Modal Fused IED, PBIED and VBIED Detection
JLIC=T03 1 Yo ] o T = 94
16.1 Technology REVIEW.........ciiiiiiiiiiiiiiei e 94
16.2 Example: The CounterBomber® System..........ccoooeeeeeiiiiiiiieee, 96
Standoff IED, PBIED & VBIED Detection Pipeline
JLIC=T03 1 g T ] o T == S 97
17.1 INtrOAUCTION ..o 97
17.2 Standoff Active MMWave PBIED, VBIED & IED Detection............ 100
17.2.1 Principle of Operation..............ccceeiiiiieiiiieeice e, 100
17.2.2 Active Standoff MMWave Imaging Systems............ccccc.uueeee 101
17.2.3 Disadvantages of Standoff Active MMWave Technology ....104
17.3 Standoff Passive MMWave Imaging ..........coooeveeeeeeeeeeeeeeeeeeeeeeeeeen 104
17.3.1 Principle of Operation..........ccooovviiii i, 105
17.3.2 Advantages of a Passive Millimeter Wave (PMMW)
)21 (=] 1. S 107
17.3.3 TREX Enterprises Standoff Passive MMWave
TeChNOIOQY ... oo 108
17.3.4 GEN2 Standoff Passive MMWave PBIED Detection
TeChNOIOQY ... oo 109

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

| p— p——————
17.3.5 Standoff “llluminators of Opportunity” Passive MMWave
[ g = Vo 11 o PSR 109
17.3.6 Mechanically Scanning Standoff MMWave PBIED,
VBIED & IED DetecCtion ...........uuuuuevuvimiiiiiiiiiiiiiiiiiiininnnnnnnnnnns 110
17.4 Standoff MMWave PBIED Gait Characteristics Detection ............. 111
17.5 Infra-red Standoff Detection Technologies.............ccccevvvvrvvvinnneennn. 112
17.5.1 The DHS-Toyota Standoff IR Detection System.................. 113
17.6 Standoff Terahertz Explosives & Weapons Detection
TECNNOIOGIES ... 118
17.6.1 OVEIVIEW ..ottt 118

17.6.2 Standoff Terahertz Contraband Detection Technology ....... 119
17.6.3 Terahertz Detection Advantages over Other

TeChNOIOQIES .....cevviiiiiiiiiiiiiie e 120
17.6.4 Standoff Active Terahertz Heterodyne Concealed
Explosives & Weapons Standoff Detection Imagers ........... 121
17.6.5 Standoff Active Terahertz Absorption Spectroscopy
Using Principal Component Analysis...........cccceeeeeiieeeeeeeenn. 122
17.6.6 Example: Active Terahertz Standoff Explosives
Detection System of TeraView ...........ccccccccuvmeimiiiiiiiiininnnnnns 126
17.6.7 Passive Terahertz Standoff Weapons & Explosives
D] (=T o 1o PP 126
17.6.8 Passive Terahertz Detection System: ThruVision
SYSIEIMS ...t 128
17.7 Laser-Based Standoff Explosives Detection ............ccccoevvvvveeeennn. 129
17.7.1 1] (oo 18 Tox 1o o TS 129
17.7.2 Standoff Laser-induced Breakdown Spectroscopy
(LIBS) oo 132
17.7.3 Next Generation Standoff LIBS Systems.............ccceevvvvvnnnn. 134
17.7.4 Laser-Based Molecular Signatures Technologies ............... 135
17.7.5 Laser-Based Stimulated Raman Adiabatic Passage
(STIRAP) Technologies.........coooveeieiieiieeeeeee 136
17.7.6 External Cavity Quantum Cascade Lasers Standoff IED
3] (=T o 1o 1SS 137
17.7.7 Standoff Laser Induced Fluorescence (PLP/LIF)
TeChNOIOQY ....ccevviiiiiiiiiiiiiiiiiee 139
17.7.7.1 PLP/LIF Standoff Explosives Detection: Principle of
TECNNOIOGY ..vvvviiiiiiiiiiiiiii e 139
17.7.7.2 Next-Generation Standoff PLP/LIF Systems..................... 140
17.8 Standoff Raman SPeCtrOSCOPY ....coevvveeeeeieeeeeeeeee e 140
17.8.1 INEFOAUCTION. ... 140
17.8.2 Standoff Coherent Anti-Stokes Raman Spectroscopy......... 143
17.8.3 Standoff Resonant Raman SpectroSCOPY........ccceeveevvvvinieennns 143
17.8.4 Next-Generation Standoff CARS Systems ...........cccccvvvennnns 144
17.9 Standoff Non-linear Wave Mixing Detection Technology............... 145
17.9.1 Principle of Operation.............cccccuuuiiiiiiiiiiiiiiieaens 145

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 | n




Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:

Technologies & Europe Market - 2015-2020

17.9.2 Next-Generation Standoff Non-linear Wave Mixing
PBIED, VBIED & IED Detection Technology..........cccc......... 145
17.10 Standoff Light Detection and Ranging (LIDAR) Explosives
(D= (=T ox 1 o] o F PP 145
17.10. 1 OVEIVIEW ..ot e e ettt s e e e e e e e e e e e e e e e e e e e eeeanannnes 145
17.10.2 Next-Generation LIDAR SyStems.............cceeeviieeeeeeeeeininnnnnn, 146
17.11 Triple Modality Standoff Detection Technology.................cceeeee. 147
17.12 Differential Phase-Contrast X-ray Imaging.............cccceevvvvvvvineeeennn. 147
17.13 The University of Puerto Rico Advanced Detection
TechNIQUES R&ED .......oi i 148
17.14 Rydberg Spectroscopy/Microwave Scattering Based
D= (=T ox 1 o] o F PP 148
REGIONAL MARKET ..ottt 150
18 Europe Standoff IED, PBIED & VBIED Detection Market -
2013-2014 Data, 2015-2020 FOreCaST......uuuurrrrerrirriririiirrerreieieereeneeneenenes 150
18.1 Europe Standoff IED, PBIED & VBIED Detection Market by
Technology Market .........cooveiiiiiiiee e e 150
18.1.1 Europe Standoff IED, PBIED & VBIED Detection
Technology Market - 2013-2020........cccceeeeieveiiiiiiiiieeeeeeeeennns 150
18.1.2 Europe Standoff Walk-by Explosives & Weapon
Sensing Systems Market - 2013-2020 .........cccoovvvvviiiineeennn. 152
18.1.3 Europe Pass-through Standoff Threat Detection
Corridors Market - 2013-2020 ........coovvvieiiiiiiiiiiiiiiiieeeeeeeeeen 153
18.1.4 Europe Standoff Person-Borne Explosives Detection
Market - 2013-2020 .......uuuumummnininiiiiiiiiiennnee 154
18.1.5 Europe Standoff Vehicle-Borne Explosives Detection
Market - 2013-2020 .......uuuumummnininiiiiiiiiiennnee 155
18.1.6 Europe Standoff IED Detection Market - 2013-2020 ........... 156
18.1.7 Europe Standoff IED, PBIED & VBIED Detection Other
Technologies Market - 2013-2020.........cccevveeeieiiieiiieeeeeenenn. 157
18.2 Europe Standoff IED, PBIED & VBIED Detection Market by
REVENUE SOUICE ....uiiieiii ettt e eees 158
18.2.1 Europe Standoff IED, PBIED & VBIED Detection
Revenue Source - 2013-2020 .........ccoovvvvemiiiiiiiieeeeeeeeeiiiinnn 158
18.2.2 Europe Standoff IED, PBIED & VBIED Detection
Government Funded R&D Market - 2013-2020................... 159
18.2.3 Europe Standoff IED, PBIED & VBIED Detection
Government Funded Testing & Evaluation Market -
2013-2020 .ciiiiiiiieeeeeeeeeeee 161
18.2.4 Europe Standoff IED, PBIED & VBIED Detection Sales
Market - 2013-2020 ........uuuuuunniinniniiniiininnnnnnennnn . 162
18.2.5 Europe Standoff IED, PBIED & VBIED Detection
Aftersales Market - 2013-2020 ........coeveieeiiiiiiiiiiiieeee e 164

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

| p— = - | p—

VEND ORS ..ottt ettt et e et ettt e et e et e et e et aeaaaaes 166
19  MaJOr VENUOIS .ot e e e e e e e e e eeans 166
19.1 Alakai Defense SYyStemS.......ccovvviiiiiiiiiie e 166
19.1.1 Company Profile.........ccco 166
19.1.2 Products & Recent ACHIVILIES ........coevviiiiiiiiiiiiieeeeee e 166
19.1.3 CoNtaC INTO c.evniecce e 166
19.2 APSTEC SYSIEMS...ccouiiiiiiiiieeeeeeeie et 167
19.2.1 Company Profile.........ccccoii 167
19.2.2 {070 [ T3 £ 167
19.2.3 Products & Recent ACHIVILIES .......ccoevviiiiiiiiiiieeeieeeee e 167
19.2.4 CoNtaCt INFO. ..vveciiee e 168
19.3 BAE SYSIEIMS .. ..ot 168
19.3.1 Company Profile.........oooiiii e 168
19.3.2 Products & Recent ACHIVILIES .......ccoevviiiviiiiiiieeeie e 168
19.3.3 (O70] 0] 7= To B 1 0] {0 J 169
19.4  BOBING...ccii i e 169
19.4.1 Company Profile.........oooiii e 169
19.4.2 Products & Recent ACHIVILIES .......covvveeiieniiieiieeeeeee e, 170
19.4.3 (O70] 0] 7= To B 1 0] {0 J 170
19.5 Chemlimage Sensor Systems (CISS).......ccocvviiiii, 170
19.5.1 Company Profile.........oooiiii e 170
19.5.2 Standoff IED Detection Products...........ccccoeeevvieeiveeeineeen. 170
19.5.3 CoNtaCE INTO ..oveie e 171
19.6 Cobham plC.......coooeii 171
19.6.1 Company Profile ... 171
19.6.2 Products & Recent ACHIVILIES .......covvveniiiniiiieieeeeeeeeeeeeee, 172
19.6.3 CoNtaCt INTO. c.vuieiiii e 172
S TR A 11 172
19.7.1 Company Profile.........cooiii 172
19.7.2 Products & Recent ACHIVItIES .......ccvvveeiienieieiieeeeee e, 172
19.7.3 CoNtACE INTO .evnie e 173
19.8 Fluidmesh NEtWOIKS .....cuuiieiiiiiiei e 173
19.8.1 Company Profile.........oooiii 173
19.8.2 Products & Recent ACHIVILIES .......ccoevvviiiviiiiiiieeee e 173
19.8.3 CoNtaCE INTO .oveie e 173
19.9 GENIA PRNOONICS. .....iiiiii it e s 174
19.9.1 Company Profile ... 174
19.9.2 Products & Recent ACHIVILIES ........coevviiiiiiiiiiieeeieeeee e 174
19.9.3 CoNtaCt INTO. c.vvieiii e 174
19.10 GE SECUIMY ...ccoeeeeeeeeeeeeeeeeeeeeeeee e 175
19.10.1  Company Profile ... 175
19.10.2 Products & Recent ACHIVItIES .......ccceveiiiiiiiiiiiiieeie e 175
19.10.3  ContaCt INfO . .cvuiieiiii e 175

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 | “



—, e S—  —————
19.11 HoneyWell ... ..o 175
19.11.1  Company Profile.........cccooviiiiiiiiii e, 175
19.11.2  CoNtaCt INFO ..covveeiiiiiieee e 176
LO.12 TAD e 176
19.12.1  Company Profile.........ccccci 176
19.12.2  Products & Recent ACHIVItIES ..........ccevvvviiiiiiiiiiiiiiiiiiiiiieeee 177
19.12.3  CoNtaCt INFO ..coeveeiiiiiiee e 178
19.13 Implant Sciences Corporation...........ccceeeeeeeeeuiiiiiiieeeeeeeeeeiiien e 178
19.13.1  Company Profile.........ccccciii 178
19.13.2  ProdUCES .....cooiiiiiiiieeeeeeeeeee e 179
19.13.3  CoNtacCt INFO ..covveeiiiiiiee e 179
L A = 11 =T o 179
19.14.1  Company Profile.........ccccoii 179
19.14.2  Products & Recent ACHIVItIES .........cccovvvviiiiiiiiiiiiiiiiiiiiiieeeee 179
19.14.3  CoNtaCt INFO ..cvveeiiiiiiiee e 180
19.15 SAGO SYSIEIMS...uuiiiiiiiiiiiiee e eaas 180
19.15.1  Company Profile........cccccci 180
19.15.2  Standoff IED Detection Products.........ccccccevvvvviiiiiiiiiinnnnnnnn. 180
19.15.3  CoNtact INFO ..cevvveiiiiiie e 181
19.16 TOIAVIBW. .o i iieeee e 181
19.16.1  Company Profile........cccccooiiii 181
19.16.2  Products & Recent ACHIVItIES .........cccvvvvviiiiiiiiiiiiiiiiiiiiiieeeee, 181
19.16.3  CoNtaCt INFO ..evvveiiiiiiie e 181
19.17 THruViSion SYStEMS ......uuiiiiiciieeeeee e e 182
19.17.1  Company Profile........cccccoiiii 182
19.17.2  Standoff IED Detection Products.........ccccccvvvvviiiiiiiiiiienennnn. 182
RS TR A T @] o = Tod i | | {o T 182
APPENDICES. . ... ..o 183
20 Appendix A: Standoff IED, PBIED & VBIED Detection R&D
Programs and PrOJECES .....uiiiiii it e e 183
20.1 DARPA, Standoff IED Detection MEDS Program ..............ccc.c....... 183
20.2 Algorithm and Analysis of Raw Images Project .........cccccccvvvvvveenenn. 183
20.3 Detection Technology and Material Science Project...................... 184
20.4 Explosives Trace Detection Project ........cccccccvvvvviiiiiiiiiiiiiiiiiniienen, 184
20.5 Person-Borne Improvised Explosive Devices (PBIED)
DetecCtion PrOJECT........ccvviiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 184
20.6 Predictive PBIED, VBIED & IED Detection Project............cc.ccce.. 185
20.7 Vehicle-Borne Improvised Explosive Devices (VBIED)
DetecCtion PrOJECT.......coviiii e 185
20.8 Homemade Explosives Characterization Project ..........ccccccvvveeeen. 185
20.9 IED Risk Prediction Project..........ccovieiiiiiiiiiiiiic e, 186
20.10 VBIED Full Mission Characterization Project ........cccccccvvvvveveeeeennnn. 186

Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |




Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

20.11 Cross-Cultural Validation of SPOT (Screening Passengers

by Observation Techniques) Behaviors Project............ccccevvvvvnnnnn. 187
20.12 Future Attribute Screening Technologies Mobile Module
(AN ST Y2 T 187
20.13 Hostile Intent Detection-Automated Prototype Project................... 188
20.14 Passive Methods for Precision Behavioral Screening
PrOJECT. ..o 188
20.15 Violent Intent Modeling and Simulation (VIMS) Project.................. 188
21 Appendix B: The Improvised Explosive Device Defeat
Organization (JIEDDO) .......uiiiiiiiiieeeeeie et eaas 189
22 Appendix C: Vehicle Borne Improvised Explosive Devices
QY221 =5 ) T PP 191
P22 N 1 11 o o 11 o 1o o 1SS 191
22.2 VBIED TeChNOIOQIES......ccoveeiiiiiii e 191
22.3 VBIED Detection Considerations .............uueiiieeeeereeeeiiiinneeeeeneeeeenns 192
22.4 Terror Groups that Use VBIED ..........cooovviiiiiiiiieeieeeiee e 193
23 Appendix D: Guided Aerial IEDS ..........uuuiiiiiiiiiiieecie e 195
24 Appendix E: Recent (2014) IED, PBIED & VBIED Attacks ................... 197
25 Appendix F: Suicide TerroriSmM ..oocooeieeeiiiiiiee e 204
26 Appendix G: The U.S. PBIED, VBIED & IED Detection Eco-
Y251 (= 1 0 PP 207
27 Appendix H: Short Term Global Geopolitical Outlook ........................ 209
28 SCOPE, METHODOLOGY AND DISCLAIMER.........cuuuuiiiiiiiiiiiiiiiiiiinnnnns 213
28.1 RESEAICH SCOPE ...ccovviiiiiiiiiiiiiiiiiieeeeeeeeeeeeee ettt 213
28.2 Research Methodology ...........ceeiiieiiiiiiiiicce e, 213
28.3 Disclaimer & Copyright ........covvvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 215
-——eeeeeeeee s e e—————

]
Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:

Technologies & Europe Market - 2015-2020

List of Tables

Table 1 - Standoff IED, PBIED & VDIED Detection Technologies..................

Table 2 - Europe Standoff IED, PBIED & VBIED Detection Market [$M] by

Technology Market — 2013-2020 ......cccoeeeeeviviiiiiiieee e,
Table 3 - Evacuation Distance by Threat and Explosive Mass ......................

Table 4 - Comparison of Standoff IED, PBIED & VBIED Detection

TECNNOIOGIES ...
Table 5 - Retica Standoff Biometric System Performance..............ccccceeeee..

Table 6 - Standoff IED, PVIED & VBIED UGV Detection Technology:

Features & BenefitS ...,
Table 7 - Mechanically Scanning MMWave Camera Performance................

Table 8 - Comparison of Laser Based Standoff Explosives Detection

TECNNOIOGIES ...

Table 9 - Europe Standoff IED, PBIED & VBIED Detection Market [$M] by

Technology Market — 2013-2020 ......ccoveeeevveeeiiiiiiieee e

Table 10 - Europe Standoff Walk-by Explosives & Weapon Sensing

Systems Market [$M] & AGR [%] - 2013-2020..........cccvvvvveeennn.

Table 11 - Europe Pass-through Standoff Threat Detection Corridors

Market [$M] & AGR [%] - 2013-2020 .......c.vvevrererrererrererennne.

Table 12 - Europe Standoff Person-Borne Explosives Detection Market

[$M] & AGR [%6)] - 2013-2020 .......cveeeeeeeeeeeeeeeeeereseeeeeresseseesees

Table 13 - Europe Standoff Vehicle-Borne Explosives Detection Market

[$M] & AGR [%6)] = 20132020 ......ccoveeeeeeeeeeeseeeeesreseeeeeeeeseeeesees

Table 14 - Europe Standoff IED Detection Market [$M] & AGR [%] - 2013-

Table 15 - Europe Standoff IED, PBIED & VBIED Detection Other

Technologies Market [$M] & AGR [%] - 2013-2020..................

Table 16 - Europe Standoff IED, PBIED & VBIED Detection Market [$M] by

Revenue Source — 2013-2020 ...

Table 17 - Europe Standoff IED, PBIED & VBIED Detection Government

Funded R&D Market [$M] & AGR [%] - 2013-2020...................

Table 18 - Europe Standoff IED, PBIED & VBIED Detection Government
Funded Testing & Evaluation Market [$M] & AGR [%] - 2013-

Table 19 - Europe Standoff IED, PBIED & VBIED Detection Sales Market

[$M] & AGR [%6] - 20132020 ....eoveveeeeeereeeeeeeeeeseeeeeereeseeenes

Table 20 - Europe Standoff IED, PBIED & VBIED Detection Aftersales

Market [$M] & AGR [%] - 2013-2020 .......vvovverrereeeeereereereeren,

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

List of Figures

Figure 1 - Global PBIED and VBIED Suicide Attack — 2003-2014 ...................... 17
Figure 2 - PBIED and VBIED Suicide Attacks in 5 Countries — 2003-2014......... 17
Figure 3 - Global Distribution PBIED and VBIED Suicide Attacks, 2014............. 18
Figure 4 - 2014 PBIED and VBIED Suicide Attacks by PBIED or VBIED

(left) and by Targets (RIight) .........ccooviriiiiiiiie e, 18
Figure 5 - Improvised Explosives Device Kill Chain .........ccccccovviiiiiiiiiiiiiiiiinnnnn. 19
Figure 6 - Suicide Vest PBIEDs Configurations ..............cccevvvvivviiiiiiieeeeeeeeeiiinn, 21
Figure 7 - Suicide Attack SEQUENCE...........ooviviiiiiiiiiiiiiiieeeeeee 23
Figure 8 - Standoff & Non-Standoff IED Bulk Detection Technologies................ 29
Figure 9 - Standoff IED Trace Detection Technologies.........ccccccccvvvviiiiiiiiinnnennn. 30
Figure 10 - People Screening Portals - Threats and Associated Detection

TECNNOIOGIES ... 33
Figure 11 - Standoff IED, PBIED & VBIED Detection Market —

Competitiveness ANAIYSIS ........ccooviiiiiiiiiiiiiiiieeeeeeeeeee 41
Figure 12 - A New Standoff IED, PBIED & VBIED Detection Product:

Technology ASSESSMENt ProCESS.........uuuvuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 44
Figure 13 - Customer Planning & Procurement ProCess ..........cccceeveeeeeeeevnnnnnnnnn. a7
Figure 14 - [ED Attack Timeline ... 54
Figure 15 - PBIED, VBIED & IED Detection: Performance Criteria..................... 59
Figure 16 - Spectrum of Evolving PBIED, VBIED & IED Detection

TECNNOIOGIES ...ueeeeeeeeee e 65
Figure 17 - Standoff Electromagnetic Concealed Weapons Detection ............... 66
Figure 18 - Magnetic Signature Analysis System: Functional Block Diagram.....67
Figure 19 - Covert MMWave Sensor at a DOOr ...........ccovvvviiiiiiiiiiiiiiiiiiiiiiiieeeeee 68
Figure 20 - Screening of Hand-held Baggage.........cccoooveeeiiiiiiiiiiiciieeeeeeeeeein, 68
Figure 21 - Focal Plane Array Passive Standoff MMWave System .................... 69
Figure 22 - A Walk-by Passive MMWave Imaging System .............cceeevvvvvvvvnnnnnn. 69
Figure 23 - Covert Walk-by Passive MMWave Images.........ccccccvvvveeeiiiiieieeeennn. 70
Figure 24 - Example of FTIR Application at Border Checkpoint Facilities........... 72
Figure 25 - Biometric PBIED Detection COorridor..........cccevvvviiiiiiiiiiiiiiiiiiiiiieeeeee. 73
Figure 26 - Field of View of a Fused Video Surveillance and Biometrics............ 74
Figure 27 - Active MMWave HSR Bi-portal ............cccooeiiiiiiiiiiiieeeeeeeee, 75
Figure 28 - Active MMWave HSR Bi-Portal on Mass Transit Object................... 76
Figure 29 - Automatic PBIED Detection of Multiple Persons, Test Ground......... 77
Figure 30 - Cobham Antenna Systems Standoff IED, PVIED & VBIED UGV

IED DeteCtion SYSIEM........uiiiiiiiie e 89
Figure 31 - Cobham Antenna Systems Standoff IED, PVIED & VBIED UGV

IED Detection OPeration.............ccoeeeeeiiiieeeiiiiie e 89
Figure 32 - JAI CIMS SYSTEIM ...coiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeee et 90
Figure 33 - Al CIMS System PerformancCe............ccovuiiiieiiiiiie e, 91
Figure 34 - Multi-Modal Fused Standoff Explosives Detection System............... 94
Figure 35 - The CounterBomber® SyStem.........ccooevvviiiiiiiiiiiiieccein e, 96

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |




Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:

Technologies & Europe Market - 2015-2020

| p— M —— pu————

Figure 36 - Atmospheric Transmission Windows of Electromagnetic

RAIALION. ... 100
Figure 37 - Active Standoff MMWave Imaging Technologies Using

Separate and Integrated Sources of Scene lllumination.............. 102
Figure 38 - Standoff Open Space Threat Detection ...........ccccccvvvveviiiiiiiiiiiennnn. 102
Figure 39 - Active Standoff MMWave Imaging Experiment...............ccccccvvvvnnnnn. 103
Figure 40 - A Passive MMWaVe IMAJer .........cccovvvviiiiiiiiiiiiiiiiiieeiieeeeeeeeeeeeeeeee 105
Figure 41 - Standoff MMWave Technology Used in a Tactical Checkpoint

ENVIFONMENT.....coii e 106
Figure 42 - Passive MM-Wave Image of a Person with a Concealed

WERAPON ... 107
Figure 43 - CCTV, IR & MMWaVe IMagesS .........ccuvviiiieeeeeieeeeiiiie e 108
Figure 44 - PMC-2 Imager, System Architecture .........cccccccvvvviiiiiiiiiiiiiiiinnnnnn. 108
Figure 45 - PMC-2 Imager System Flowchart...............coooviiiiiiiiiii e, 109
Figure 46 — Standoff Infrared Radiation Measurement from a Human.............. 112
Figure 47 - Open-Path FTIR Method ...........ccooiviiiiiii e, 113
Figure 48 - Top View of Toyota PBIED, VBIED & IED Detection Zones........... 114
Figure 49 - lllustration of Sensor Locations at Toyota Center.............ccc...vuuee.. 115
Figure 50 - Standoff IR Crowd Surveillance..........ccccccvvvviiiiiiiiiiiiiiiiiiiiiiieeeee 116
Figure 51 - DHS-Toyota Standoff System Architecture..................ccoovvvvvvinnnnnnn. 117
Figure 52 - The Electromagnetic Spectrum Showing the THz-Region.............. 118
Figure 53 - “Terahertz Fingerprints” of EXPIOSIVES ..........ccovvvviiiiiiiiiiecieeeeen, 119
Figure 54 - “Terahertz Fingerprints” of Clothing ... 120

Figure 55 - Ceiling Mounted Standoff Passive Terahertz Imager ....................

Figure 56 - lllustration of a Terahertz Standoff Imaging System at 50m

Target DISTANCE ......ooovviiiiie e

Figure 57 - Basic Terahertz Standoff Person-borne Explosives & Weapon

Detection Technology Concept.........ccovvvviiiiiiiiiiiieeeeeeeee e

Figure 58 - Block Diagram of Frequency Modulate Continuous Wave

(FMCW) RADAR ..ottt a e e
Figure 59 - The Sub MMWave Multiplier and MiXer ...........ccccccvvveiiiiiiiiiiiinnnnnnn.
Figure 60 - Radar Photograph and Optics Schematic.............ccccoeeeeeveveiinnnnnnnn.

Figure 61 - Active Terahertz Concealed Explosives & Weapons Standoff

D= = Tox 1 o] o TR 125
Figure 62 - A Standoff Passive Terahertz Weapons and Explosives System...128
Figure 63 - Short Range Standoff Vehicle-Borne Explosives Detection

S U ettt e 129

Figure 64 - Vapor Pressure of Important EXpIOSIVES..........cccccoeevviviiiiieviiiiieeeee,
Figure 65 - LIBS Principle of Operation ...........ccccccvviiiiiiiiiiiiiiiiiiiiiiiiiieieeieeeee

Figure 66 - Standoff Laser-Induced Breakdown Spectroscopy Real-time

EXPIOSIiVE DELECHION ...

Figure 67 - LIBS Emission Temporal Resolution as a Tool to Discriminate

Between Different EXpIOSIVES. .......coooviiiiiiii

Figure 68 - Absorbance Spectra of Various Explosives and Tuning Range

of External Cavity Quantum Cascade Laser Source...................

.134

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

| p— M —— pu————

Figure 69 - PLP/LIF Technology: Principle of Operation..........ccccccccvvvvviiiiinnnne. 139
Figure 70 - Fluorescence Energy LeVvels .........oooovviiiiiiiiiiiieiiciei e 139
Figure 71 - Micro Raman SPECIrOSCOPY.......ceuviriiiiiiiiiiiiiiiiiiiiieieeeeee e 141
Figure 72 - Example of Raman Spectroscopy SyStems..........cccceevveeeeveeevvvvnnnnnn. 142
Figure 73 - Comparison of Excitation Wavelengths for TNT ..........cccccvviviinnnnn. 144
Figure 74 - Comparison Between 4- Nitrotoluene & 2,4,6-Trinitrotoluene......... 144
Figure 75 - Some LIDAR Measurement Techniques Distances are not

Applicable to EXPIOSIVES ........cccvvviiiiiieeeieeeeee e 146
Figure 76 - Europe Standoff IED, PBIED & VBIED Detection Market [$M]

by Technology Market — 2013-2020 ........ccooveeeeiiiieiiiiiiiieeeeeeeeeeans 151
Figure 77 - Europe Standoff Walk-by Explosives & Weapon Sensing

Systems Market [$M] - 2013-2020.........ccccccvvviirieeeeeeiiiiiiirieeeeenn 152

Figure 78 - Europe Standoff IED, Person-Borne & Vehicle-Borne
Explosives & Weapon Detection Pass-through Threat

Detection Corridors Market [$M] - 2013-2020..........ccceeveeeeeeenrnnnee 153
Figure 79 - Europe Standoff Person-Borne Explosives Detection Market

[BM] = 2013-2020 ..ceeeeeeeiiiiiiiieeeee e 154
Figure 80 - Europe Standoff Vehicle-Borne Explosives Detection Market

[BM] = 2013-2020 ..ceveeeeeiiiiiiiiieee e 155
Figure 81 - Europe Standoff IED Detection Market [$M] - 2013-2020............... 156
Figure 82 - Europe Standoff IED, PBIED & VBIED Detection Other

Technologies Market [$M] - 2013-2020 ........cevvvuvrrvmmmmmmnnnnnennnnnnnns 157
Figure 83 - Europe Standoff IED, PBIED & VBIED Detection Market [$M]

by Revenue Source — 2013-2020 ..........uuieiiieeeiiiieiiiiiie e eee e, 159
Figure 84 - Europe Standoff IED, PBIED & VBIED Detection Government

Funded R&D Market [M] - 2013-2020.......cceeeeriiiiiiiiiiineeeeeeennne 160
Figure 85 - Europe Standoff IED, PBIED & VBIED Detection Government

Funded R&D Market AGR [%] - 2013-2020........ccceeeeveeeeeeeeeeennnn. 160
Figure 86 - Europe Standoff IED, PBIED & VBIED Detection Government

Funded Testing & Evaluation Market [$M] - 2013-2020............... 161

Figure 87 - Europe Standoff IED, PBIED & VBIED Detection Government
Funded Testing & Evaluation Market AGR [%] - 2013-2020........ 162
Figure 88 - Europe Standoff IED, PBIED & VBIED Detection Sales Market

[BM] = 2013-2020 ..coeeeeeeiiiiiiiiieie e 163
Figure 89 - Europe Standoff IED, PBIED & VBIED Detection Sales Market

AGR [%] - 2013-2020 ....evviieieeeeeeiiiiiieeee e 163
Figure 90 - Europe Standoff IED, PBIED & VBIED Detection Aftersales

Market [$M] - 2013-2020......cceeeeeeeeeiiiiiiiiiieeeee e e 164
Figure 91 - Europe Standoff IED, PBIED & VBIED Detection Aftersales

Market AGR [%)] - 2013-2020.......cccoiiuumiieiiieeeeeeeeiiiieee e 165
Figure 92 - The Al SIMS SYSIEM .....ccoiiiiiiiiiiiiiiiiieeeeeeeeeeeee e 177

Figure 93 - Global Distribution PBIED and VBIED Suicide Attacks, 2014......... 197
Figure 94 - 2014 PBIED and VBIED Suicide Attacks by PBIED or VBIED

(left) and by Targets (Right) .......cccoviviiiiiiiiii e, 197
Figure 95 - Terrorist Entities by Region of Origin..........cccccvvvviiiiiiiiiiiiiiiiiiiennnn. 199

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



Standoff IED, Person-Borne & Vehicle-Borne Explosives & Weapon Detection:
Technologies & Europe Market - 2015-2020

| P— e — —
Figure 96 - Terror Attacks by Geography and Terror Organization 2013.......... 200
Figure 97 - World Muslim Population ..............coeuuuiiiiiii e 209
-——eeeeeeeee s _ ————

Copyright © 2015 HSRC. All rights reserved | Copy #2015-081112 |



