Europe's Terror & Migration Crisis Series

2016-2022

United Kingdom Homeland Security
& Public Safety Market

UK terror threat levels

Current international ¥
terror threat level =3

SUBSTANTIA

There are five
levels of threat

CRITICAL

An attack is expected imminently

SEVERE

An attack is highly likely

SUBSTANTIAL

An attack is a strong possibility

MODERATE

An attack is possible but not likely

LOW

An attack is unlikely

Source: AP

Homeland Security Research Corp.




UK Homeland Security & Public Safety Market 2016-2022

Europe's Terror & Migration Crisis Series

2 Volumes

UK Homeland Security
& Public Safety Market -

2016-2022
Volume 1

UK Homeland Security
& Public Safety Market -

2016-2022
Volume 2

Copyright © 2016 HSRC. All rights reserved | Copy #060416




Europe’s Terror & Migration Crisis Series

2016-2022

United Kingdom Homeland Security
& Public Safety Market

Volume 1

UK terror threat levels

Current international * 28
terror threat level y

SUBSTANTIAL ~
There are five ’ X
levels of threat

CRITICAL

An attack is expected imminently

SEVERE

An attack is highly likely

SUBSTANTIAL

An attack is a strong possibility

MODERATE

An attack is possible but not likely

LOW

An attack is unlikely

Source: AP

Homeland Security Research Corp.




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Europe's Terror & Migration Crisis Series

UK Homeland Security
& Public Safety Market

Volume 1

2016-2022

May 2016

Homeland Security Research Corp. (HSRC) is an international market and technology
research firm specializing in the Homeland Security (HLS) & Public Safety (PS) Industry. HSRC
provides premium market reports on present and emerging technologies and industry expertise,
enabling global clients to gain time-critical insight into business opportunities. HSRC’s clients
include the EU, NATO U.S. Congress, DHS, U.S. Army, U.S. Navy, DOD, DOT, and US
Congress GAO among others; as well as Counter Terror & PS government agencies in Japan,
Korea, Taiwan, Israel, Canada, UK, Germany, Australia, Sweden, Finland, Singapore. With over
950 private sector clients (72% repeat customers), including major defense and security
vendors, and Fortune 500 companies. HSRC earned the reputation as the industry’s Gold
Standard for Counter Terror & Public Safety market reports.

Washington D.C. 20004, 601 Pennsylvania Ave., NW Suite 900,
Tel: 202-455-0966, info@hsrc.biz, www.homelandsecurityresearch.com

Copyright © 2016 HSRC. All rights reserved | Copy #060416



http://www.homelandsecurityresearch.com/
mailto:info@hsrc.biz
http://www.homelandsecurityresearch.com/

UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Acknowledgements

The authors of this report wish to convey their sincere thanks to
all of the Counter Terror & Public Safety planners, engineers,
scientists, security personnel, government officials, vendors,
distributors and users, who granted us interviews, sent us their
publications, provided us with non-published presentations,
reviewed and commented on our drafts - giving us an invaluable
insight into the working of technologies markets and trends. The
list below contains the names of some of the people who have
helped us directly or indirectly in the preparation of this report.
We thank them and many others.

Jorge Domecq, Chief Executive of the European Defence Agency (EDA). Carl Bildt, Former
Swedish Prime Minister and Minister of Foreign Affairs and Trustee of Friends of Europe. Ana
Gomes, Member of the European Parliament, Committee on Civil Liberties, Justice and Home
Affairs and on the Subcommittee on Security and Defence. lan Bremmer, President and
Founder of Eurasia Group. Elisabeth Guigou, President of the Foreign Affairs Commission of
the French National Assembly, President of Anna Lindh Foundation and Trustee of Friends of
Europe. Lock Pin Chew, Director of the Risk Assessment and Horizon Scanning Programme
Office of Singapore’s National Security Coordinating Secretariat. Peter Hultqvist, Swedish
Minister of Defence. Luis De Almeida Sampaio, Portuguese Permanent Representative of
Portugal to NATO. Wolfgang Ischinger, Chairman of the Munich Security Conference and
former German Ambassador to the U.S. Jaap De Hoop Scheffer, Former NATO Secretary
General and Trustee of Friends of Europe. Elizabeth Johnston, Executive Director of the
European Forum for Urban Security. Marina Kaljurand, Estonian Minister of Foreign Affairs.
Joanne Liu, International President of Medecins sans Frontieres (MSF). Mara E. Karlin, U.S.
Deputy Assistant Secretary of Defense for Strategy and Force Development. Frederica
Mogherini, High Representative of the Union for Foreign Affairs and Security Policy and Vice-
President of the European Commission. Irene Khan, Director General of the International
Development Law Organization and Former Secretary General of Amnesty International. Bert
Koenders, Dutch Minister of Foreign Affairs. General Mikhail Kostarakos, Chairman of the
European Union Military Committee (CEUMC). Baroness Pauline Neville-Jones, Member of
the UK House of Lords and former Minister of State for Security and Counter-Terrorism.
Thomas Gottschild, Director for EU & NATO Policies, Cassidian. Colonel Henry Neumann,
Group Leader of CBRN Protection, Fire and Self Protection, German Armed Forces. Lieutenant
Colonel Brian Clesham, HQ Land Command, Ministry of Defence, UK. Pentti Partanen,
Director General, Finnish Department of Rescue Services. John Conaghan, Police Inspector,
British Transport Police. Colonel Frank Kamper, Project Officer Protection, Capability
Directorate, European Defence Agency. Gayle Gorman and Jamie Campbell, Eclipse
Ventures. Lars Kjaer, World Shipping Council. John Avolio, Director, Security & Detection
Systems, L3 Communications. Ted Strancyek, President, Aircraftsmen & Associates. Dore S.
Perler, President & CEO, Sense Holding Inc. James T. Ryan, General Manager, Cantronic
Ethnologies. M. Peretz, Executive Vice President, Integrated Detection Systems. Richard
Doubrava, Managing Director of Security, Air Transport Association. Marian Terlecki, Manager,
Cargo Security and ULD Industry Distribution & Financial Services, International Air Transport
Association (IATA). Raphael Kahn, Director Secure, Marine. Tony Magnusson, Acting Head of
Anti-Smuggling Division, National CSI coordinator, Swedish Customs. Nadéege Grard, Assistant
European Organisation for Security (EOS). Pavel Adam, Institute of Photonics and Electronics,
Czech Republic. Ralph Hammer, Expert, National and European Security Research, Ministry of

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Transport, Innovation and Technology, Austria. Charles Elsen, Former Council of the European
Union. Jean-Louis de Brouwer, European Commission. Audrey Baneyx, Sciences-Po Paris
Médialab. Benoit Verjat, Sciences-Po Paris Médialab. Peter Jozsef Csonka, European
Commission. Wenceslas de Lobkowicz, Former European Commission, Sciences Po Paris.
Médéric Martin-Mazé, King's College, London. Tony Venables, Former European Citizen
Action Service. Kees Groenendijk, University of Nijmegen. Beate Winkler, Author, former
Director of the EU Agency in Vienna, now FRA. Fabrice Leggeri, Frontex. Elspeth Guild,
University of Nijmegen, CEPS. Wouter Van De Rijt, Council of the European Union. Emilio de
Capitani, Former European Parliament. Michael Kennedy, Eurojust. Petra Bard, Central
European University. Willy Bruggeman, Europol. Monica den Boer, SeQure Research and
Consultancy, Vrije Universiteit, Amsterdam. Johannes Vos, Former Council of the European
Union. Peter Hustinx, Former European Data Protection Supervisor. Julien Jeandesboz,
Université Libre de Bruxelles. Sandra Nunes, eu-LISA. Sharon Abbas, Business Development
Manager Raytheon International, Europe. Nicolas D. Loannidis, Managing Director, Patras
Port Authority, S.A. Anthony Comber, Sales and Marketing Manager, Thales Navigation
Limited. Steven D. Botello — Director, Cargo Sales, Rapiscan Security Products. Jiii Homola,
Institute of Photonics and Electronics, Czech Republic. Marek Piliarik, Institute of Photonics
and Electronics, Czech Republic, Prague. Jianping Yao, Microwave Photonics Research
Laboratory, Canada. Philip Anderson, Senior Fellow Homeland Security Initiatives, CSIS
Center For Strategic & International Studies. Dale K. Kotter, Scientist, National Security -
INEEL. Jerry Peck, Global Trade Management Solutions. Mike Bohlman, Horizon Lines and
ISO TC 104. Charlie Piersall, ISO TC. Daniel Colonel Fred Hilpert, Director, Transformation
Support, Joint CBRN Defence Centre of Excellence, Czech Republic. Bill DeWitt, SSA. Susan
F. Hallowell, Ph.D., Director of Technology. Jerry W. McElwee, Vice President, Joint
Programs, Boeing. Eric R. Schwartz, Director, Advanced Systems Technology Phantom Works,
Boeing. Patrick OSZCZEDA, VP Counter Terror, Thales Group. Bruce Aitken, President,
Homeland Security Industries Association (HSIA). R. Barry Ashby, President, Ashby &
Associates. Rodney E. Thomas, CEO, Thomas & Herbert Consulting LTC. John C. Carrano,
Ph.D., Program Manager Microsystems Technology Office, Defense Advanced Research
Projects Agency. Mark J. Rosker, Ph.D., Program Manager, DARPA. John M. Libert, Physical
Scientist, Display Metrology, Forensic Imaging, Department of Commerce National Institute of
Standards and Technology Electronics and Electrical Engineering Laboratory of NIST. Tomas
Springer, Institute of Photonics and Electronics, Czech Republic. Milan Vala, Institute of
Photonics and Electronics, Academy of Sciences of the Czech Republic, Prague. Benjamin R.
Watts, Department of Engineering Physics, McMaster University. Tomasz Wolinski, Faculty of
Physics, Warsaw University of Technology. Chang-Qing Xu, Department of Engineering
Physics, McMaster University. Brig. Gen (Res.) Dani Arditi, Fmr. Director Israel National
Security Council. Giorgio Abrate, Senior Vice President. Avio Olav Adami, Strategic Relations
Luciad Col (GS). Thomas Ahammer, Deputy Military Representative Permanent
Representation of Austria to the EU. Frank Amedick, Global Account Manager, NATO Siemens
Belgium. Paul Ames, Freelance Journalist. Jacqueline Argence, Solution Portfolio
Management Director, Cassidian. Aviel Atias, Consultant Mind-Alliance Systems, LLC. Fabio
Bagnoli, Division Manager, D'appolonia. Paul Baker, Director/Associate Consultant Baker,
R&C/Ecorys. Gary Bamford, Director, Arcadis Vectra. Alain Barbier, Deputy Special
Representative to the European Union, International Criminal Police Organization (INTERPOL).
Dan Baxter, Senior Vice-President and Director, Fleishman-Hillard. Jacquelyn Bednarz,
Attaché, Department of Homeland Security Mission of the United States of America to the EU.
Emanuela Bellan, Head of Unit, Crisis Management European Commission General
Secretariat. Juliette Bird, First Secretary, Security and Terrorism Permanent Representation of

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

the United Kingdom to the EU. Ivan Bizjak, Director General for Justice and Home Affairs
Council of the European Union. David Blackwell, Director for Cybersecurity DETICA (BAE
Systems). Christian Blobner, Project Manager, Logistics and Factory Systems, Fraunhoffer
Institute for Factory Operation and Automation IFF. Agnes Borg, Assistant, Weber. Shandwick
Martin Borrett, Director, IBM Institute for Advanced Security. John Brading, Deputy BD
Director, National Security, Raytheon, UK. Simon Busuttil, European Parliament. Geert Cami,
Co-Founder & Director, Security & Defence Agenda (SDA). Genseric Cantournet, Vice
President, Security Cross-Processes and Projects Telecom ltalia. Patrice Cardot, Conseiller,
Ministry of Defence, France, Direction Générale de I'Armement (DGA). Valentina Carletti,
Advisor for EU, EDA and NATO affairs, Selex Sistemi Integrati. Albert Caruana, Information
Assurance Officer, Council of the European Union. Claudio Catalano, Analyst, Studies Division,
Finmeccanica, UK. Marc Cathelineau, Vice President, European Union & NATO Affairs, Thales.
Inge Ceuppens, Project Officer, European Commission, DG for Information Society & Media.
Jacques Cipriano, Vice President, European Affairs, Safran Group. Michael Clarke, Public
Affairs Director, G4S. Robert Cox, Trustee, Friends of Europe. Eugenio Creso, Institutional
Relations Director, Selex Sistemi Integrati S.p.A. Vincenzo Cuomo, Professor, Italian National
Research Council (CNR). Charles de Couessin General Manager, ID Partners. Dennis Davis,
Vice President, International Association of Fire and Rescue Services (CTIF). Jean-Louis de
Brouwer, Director for Migration and Borders, European Commission, DG for Home Affairs.
Gilles de Kerchove, European Counter-Terrorism Coordinator, Council of the European Union.
Kirsten de Haan, Research Assistant, Fleishman-Hillard. Stanislas de Maupeou, Director for
Cyber-Defence, Thales. Eva Diaz Perez, EADS Key Account NATO/EU, European Aeronautic
Defence and Space Company (EADS). Anatoly Didenko, Counsellor, Mission of the Russian
Federation to the EU. Claes Dorien, Office Manager, European Corporate Security Association
(ECSA). Michael T. Dougherty, Director of Immigration Control, Raytheon. Jonathan Dowdall,
Policy Analyst & Market Development, Security Europe. David Henry Doyle, Security &
Defence Advisor, YPFP Brussels. Anna Katarzyna Dubowik, Secretary, Permanent
Representation of Poland to the EU. H.E. Mr. Dumitru Sorin Ducaru, Ambassador, Delegation
of Romania to NATO. Krzysztof Durczak, Key Account Manager, Defence & Security Sector,
Thales. Eeva Eek-Pajuste, Counsellor, Political Affairs, Permanent Representation of Estonia to
the EU. Sabine Ehmke-Gendron, Director for Civil Protection and Disaster Management,
Council of the European Union. Ludwig Eickemeyer, Corporate Sales Executive, European
Voice. Gamze Erdem, Advisor, Turkish Industry and Business Association, (TUSIAD). Anu
Eslas, Programmes Coordinator, Estonian Atlantic Treaty Association. Henning Faltin, Deputy
Branch Head, European Union Military Staff (EUMS). David Fairnie, Director of Global Port
Solution, G4S. Patsy Faynsztein, Manager, EU Business Development, Raytheon International,
Europe. Maria Fialho, Special Advisor, Transatlantic Relations, European Parliament. Ulrich
Fikar, Assistant to Zoltan Martinusz, European Council Cabinet of President Herman Van
Rompuy. Theodor Fokken, Director, Business Development EU-NATO, Rohde & Schwarz.
Pierre-Alain Fonteyne, Chairman of the IMG-S Security Research Roadmap (SRR), Catholic
University of Louvain. Roger Forsberg, Chief Information Security Officer, Swedish
Fortifications Agency. Ulrike Freyert, Policy Officer, Justice and Interior Representation of
Brandenburg to the EU. Octavia Frota, Senior Advisor, Conrad International. Marino Gallego,
Innovation Business Director, Everis. Hugo Ganet-Sénoko, Senior Manager, Indra. Jim
Gaudoin, Managing Director, L-3 Communication Systems Security & Detection Systems
Division. Antoine Gérard, Head of the Brussels Liaison Office, United Nations Office for the
Coordination of Humanitarian Affairs (UNOCHA). Andrea Ghianda, Project Manager, Security &
Defence Agenda (SDA). Pierluigi Massimo Giansanti, Director, NATO/EU Sales Department,
Selex Sistemi Integrati, S.p.A. Bill Giles, Director General Europe, BAE Systems. Laurent

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Giquello, French National Expert, NATO Air Command and Control System Management
Agency (NACMA). Lt. Gen. Jo Godderij, Director, NATO International Military Staff (IMS). Timo
Harkonen, Director of Government Security, Office of the Prime Minister, Finland. Michael
Hartinger, Project Officer, Capability Development Planning, European Defence Agency (EDA).
Robert Havas, Chairman, Board of Directors, European Organization for Security (EOS). Rear
Admiral Giorgio Lazio, Chief of Staff Maritime Command, NATO. James A. Lewis, Director
and Senior Fellow of the Strategic Technologies Program of the Center for Strategic and
International Studies (CSIS). Michael Printzos, Programme Director of The Hellenic Initiative.
Lee Litzenberger, U.S. Deputy Permanent Representative to NATO. Didier Reynders, Belgian
Deputy Prime Minister and Minister of Foreign Affairs and European Affairs. Katrin Suder,
German Secretary of State at the Ministry of Defence. Carne Ross, Executive Director of
Independent Diplomat. Sir Adam Thomson, UK Permanent Representative to NATO. Michael
Roth, German Minister of State for Europe. Marietje Schaake, Member of the European
Parliament, Vice-Chair of the Delegation for Relations with the United States, Member of the
Committee on International Trade. Waldemar Very, Deputy Special Representative for the Rule
of Law at the United Nations Mission in Liberia (UNMIL). Marriet Schuurman, NATO Special
Representative. Catherine Woollard, Secretary General of the European Council on Refugees
and Exiles (ECRE). Jamie Shea, NATO Deputy Assistant Secretary General for Emerging
Security Challenges. Maria zakharova, Spokesperson of the Russian Ministry of Foreign
Affairs. Julianne smith, Senior Fellow and Director of the Strategy and Statecraft Program at
the Center for a New American Security (CNAS). Lamberto Zannier, Secretary General of the
Organization for Security and Co-operation in Europe (OSCE). Javier Solana, Former NATO
Secretary General and EU High Representative for CSDP and Trustee of Friends of Europe.

Copyright © 2016 HSRC. All rights reserved | Copy #060416 n




A W N P

UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Table of Contents

0T 1010 = TP 16
UK Homeland Security & Public Safety: Market Background....................... 21
Terror Chall@NQES ... e e e e e e eaaes 24
The UK Terror Threats & Counter Terror Strategy ........coceevvvevvviiiinneeeeeeeninnnnns 25
4.1 The New Realities Of TEITOI .....ccooiiiiiiiiiiee e 25
4.2  National Security Risk ASSESSMeNt 2016...........uuuuumrrmirmmiiiiiiiiiiiiiiieeiennnens 29
4.3  The United Kingdom Counter Terror Strategy ..........ccvuviveeeieiiiieeeeiiiieeannns 30
4.4  Countering International TerroriSM............uuuuuuuuuumumiiiiiiiiiiiiiiiiieeeiieaee. 31
4.5 The UK Homeland Security and Public Safety Tactics............ccceeeeeeeeennns 31
4.6 UK Counter Terror LegiSIation..............uuuueuuumeieiiiiiiiiiiiiiiiiiiiiiineninnnnnenennnens 32
4.7  Countering Terrorism FINANCING ...........coieeieiiiiiiiiiiie e eeeeeeeeine e e e e eeenns 32
4.8 UK Intelligence Agencies FUNING ............uuuueiemmiiimmmiiiiiiiiiiiiiiiiiiinnnneneneenns 33
4.9 2015-2016 Counter Terror Policy Transformation...........cccccccceeeeeieeeeennnnns 34
4.10 UK Public Safety Challenges ..............uuuuuiiimmiimiiiiiiiiiiiiiiiiiiiiiiiiiiiinieeneeeeens 34
4.11 UK Counter Terror Legislation.............ccoieeeeeiiiiiiiiiiii e eeeeeeeiiiins e e eeeeeeenns 35
4.12 Countering Terrorism FINANCING ...........uuuuuuiiriieiiiiiiiiiiiiiiiiieiiieeeeeeeeeeeeeeeees 35
UK Homeland Security & Public Safety Market: SWOT Analysis ................. 37
5.1 SHENGINS. ..o 37
5.2 WBAKNESSES. ....eiiiiiiiiiiiiitiieeeteeee et e et n bbb nnnnnnnes 38
5.3 OPPOIUNITIES ...ccoiiiiiiiiiiiiiiiei e 38
ST I 1 15T £ 40
UK Homeland Security & Public Safety: Market — 2015-2022 ....................... 41
6.1 UK Homeland Security & Public Safety: Market By Revenue
Category — 2015-2022........cooeeeiieeee e 41
6.1.1 MarKet FOIECAST.....coiiiieeee e 41
6.1.2 MarKet DYNAIMICS ... 43
6.1.3 Market BreakdOWN ........ccooooiiiiiiieeeeeee e 44
6.2 UK Homeland Security, Immigration Enforcement & Public Safety
Vertical Markets — 2015-2022 ........coovviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 45
6.2.1 MarKet FOI@CAST......uuuii e e e e e e e eeeees 45
6.2.2 Market DYNAMICS ......uiiii i e e e e e eeenes a7
6.2.3 Market BreakKadOWN ..........cooovieiiiiiieee e 48
6.3 UK Homeland Security, Immigration Enforcement & Public Safety
Technology Markets — 2015-2022...........coooeeeeeiieeeeeeeeeeeeeeee e 49
6.3.1 MarKet FOIECAST.....coii i 49

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

VERTICAL MARKET S ..o 50
7 UK Airport Security Market- 2016-2022..........coeeviiiiiiiiiiiiiiieeeeiiee e 50
7.1 Market DefiNitioN ........coooi oo 50
7.2 Aviation Security TRIrEaLS .........ouuviiiiieeeieieeee e 51
7.3 AVIiation CYDEISECUNTY.......ccooviiiiiiiiiiiiiiiiiiieeeeee e 52
7.4  The UK Aviation Security: Market Background ...............cccooeeeeeiviiiiinnnnnnn. 52
7.5 UK Airports Passengers & Baggage Screening Statistics by Airport -
2016 & 2020 ... .ttt n bbb n bbb nnnnnnnes 56
7.6  Aviation Security Screening Technologies ..........ccccvvvviiiiiiiiiiiiiiiiiiiiiieee, 58
7.6.1 DG = VS 1ol (<1< 11 o P 58
7.6.2 Explosive Detection Systems (EDS) ..., 58
7.6.3 Explosives Trace Detection (ETD)........ccuuvviiiiiieeieeeeiiiie e eeeeeeeens 58
7.6.4 Biological, Radioactive and Nuclear Detection System ................. 59
7.6.4.1 Millimeter Wave Imaging SYStems .............ccveiiieeeeeeeeeiiicceee e 59
7.6.5 Freight FOrwarders ... 59
7.6.6 L1 U] (0] 1 01 PSRRI 60
7.6.7 Aviation Passenger Screening Technologies Outlook: 2014-
2022 60
7.6.8 Checked Baggage Screening Market ..........ccccccvvvvviiiiiiiiiiiiinnnnnn. 61
7.6.9 Counter-MANPAD Market...........cccvviiiiiiiiiiiiiiieeeeeeeee 62
7.7  Air Cargo Screening Technologies & Markets...........ccccccvviviiiiiiiiiiinnnnnnn. 62
7.7.1 AIr Cargo OULIOOK .......uuuiieieeieeeieie e 62
7.7.2 Air Cargo Related Security RISKS..............uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiienns 62
7.7.3 Air-Cargo Supply Chain SECUNLY .........cccovvveiviiiiiiie e 63
7.7.4 Airport Perimeter Security Technologies & Markets ...................... 63
7.7.5 UK Aviation Security Market Business Opportunities &
ChalleNges......coooiiiiiiii 64
7.8 UK Airport Security Market- 2015-2022..........cccoeeeeeeiiiiiiiiiiiee e 64
7.8.1 Market Size & DYNAMICS.......ccooeeieieeeeeeeeee e 64
7.8.2 Market BreaKadOWN ..........coooviiiiiiiiiee e e e e e eeeees 65
8 UK Smart Border, Immigration Enforcement & Border Security Market
= 200672022 ...ttt ——————————————————————————————————————————————————————————. 66
8.1  Market Definition ........ccooiiiiiiiiii e 66
8.2  Migration 10 the UK ...........uuuiiiiiiiiiiiiiiiiiiiiieiiiiiieiiiiieeeb bbb eeeeeeeeeeeeeeeeeeee 67
8.2.1 The Home Office Border FOrce..........ccoovviiiiiiiiiiiiiiiie e, 69
8.2.2 UK Immigration Data ...........coooeeeeeiiiieeeeeeeeeeeeeeeeeee 69
8.2.3 Migration from Eastern EUrOPe ...........ueveeviiiiiiieieiieeeee e 70
8.24 The UK 2015 Immigration Data ...............eeeveemvieiiiiiiiiiiiiiiiiinineeennn. 71
8.2.5 Immigration Legislation ...........co.oiiiiiiiiiiii e 72
8.2.6 Points-Based MIigration..........coooeeeeieieeeeeeeeeeeeeeeeeeee e 72
8.2.7 Automated Border Control (ABC) Gates........coocevvvieeeviiiiiieeeeiinnnn, 73
8.2.8 Immigration Enforcement...........oooooooeeen 75
8.2.9 UK BOrder SECUNMLY .....cevvriieieiiie e e e 76
8.2.10 The UK-France Eurotunnel..............ccccoiiiiiiiiiiieiecie e, 77

Copyright © 2016 HSRC. All rights reserved | Copy #060416 n



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

8.3 UK Smart Border, Immigration Enforcement & Border Security

Market-2015-2022 ......cccoviiiiiiiiiiiiiieeeeeeeeeeeeeee e 78
8.3.1 Market Size & DYNAMICS.......cuuuuuiiiieieiiiiiiiiiee e e e eeeees 78
8.3.2 Market BreakdOWN .........cooooeiieiiieeeeee e 80
UK Counter Terror & Counter Crime Intelligence Agencies Market —
20162022ttt ittt ettt ettt ittt sttt st ittt ittt ittt e nnnnnnnn e 81
9.1  Market DefiNItION .........oiiiiiiieiieee e 81
9.2 UK Intelligence Agencies: Market Background ..............ccccooeeeeeeviiiininnnnnn. 82
9.3 Anti-terror Intelligence Industry Business Opportunities & Challenges.....84
9.4 UK INtelligence AQENCIES .........uuuuiiiieeeeeieeeiie e e e e e e e e e eeenans 86
94.1 Security Service — MIS. ... 86
9.4.2 National Domestic Extremism & Disorder Intelligence Unit
(NDEDIU).... oo 87
9.4.3 National Crime AgeNnCy (NCA) ....oiiiieiieiecce e e e 87
9.4.4 National Ballistics Intelligence Service (NBIS).........cccccceiiveeeiinnnnns 87
9.4.5 National Fraud Intelligence Bureau (NFIB) .........cccccvvviiiiiiieeeennnnn, 87
9.4.6 MI6, Secret Intelligence ServiCe ..........ooouuieiiiiiiiiiiiiiiiiee e 87
9.4.7 Defense Intelligence (D) ........uveiiiiieeieeeeeeee e 88
9.4.8 Communications Headquarters (GCHQ) .......coovvvvvviiiiieeiieeeeiiiinn, 88
9.4.9 The Joint Intelligence Organization.............cccvvvvvviiiiiieeeeeeeeeeiiinn, 89
9.5 The Parliament Intelligence and Security Committee............cccccevvvvvrrennnn. 89
9.6 UK Intelligence Agencies BUudgets ..............uuuiiiiiieeiiiieciiiiiiicee e, 90
9.7 UK Counter Terror & Counter Crime Intelligence Agencies Market —
2015-2022 ... n i nnnnnnnes 91
9.7.1 Market Size & DYNAMICS.......ccooeieiieeeeeeeee e 91
9.7.2 Market BreakdOWN ........ccooooiiiiiieieeeeeeeee e 93
UK Critical Infrastructure Protection Market -2016-2022............ccccceeeeeeeeeenn. 94
10.1  Market Definition .......ccooeeeeeieeeee e 94
10.2 UK Critical Infrastructure Protection Market Background ......................... 95
10.3 Planning of Infrastructure SECUItY ..........ooovvviiieiiieeee, 99
10.4 Information Sharing with the Private Sector ............ccccoooevviiiiiiiiiiiee e, 99
10.5 Ciritical Infrastructure Security Market: Business Opportunities.............. 100
10.6 The UK CIP CYDEISECUNLY ......uuiiiiiiiiie et e e eeae e 101
10.6.1 The UK CIP Cybersecurity Strategy .............eeeeeeeereveeveeeeinnennennnnns 102
10.7 Critical Infrastructure CBRN SECUIItY .........oveeiiiiiiiieeiiiiiceeeeiieeeeeiie e 104
10.8 UK CIP Standards and SpecificationS...........cooovveeeiiiieeiieeeeeeeeeeeeeeeeee, 106
10.9 UK Ciritical Infrastructure Protection Market -2015-2022...............cccccc.... 107
10.9.1 Market Size & DYNAMICS......ccooviieeiieeeeeeeeee e 107
10.9.2 Market BreakdOWn ........cooooiiiiiiiiii e 109
UK Police Modernization & Other 1st Responders Market - 2016-2022 .....110
11.1 Market DefiNItiON .........uuuiiiiee e e e eeeees 110
11.2 UK Police Force Modernization .............ceeeeeeeeueeiiiieeeeeeeeeeiiiiiineeeeeeeeennnns 111
11.3 The UK Police Forces Statistics (2015)........ccovvviiiiiiiiiiiieiiiiieeeeeieeeeees 112
11.4 First Responders Emergency Communications ............cccuuvvviiieeeeeeeennnnns 113

Copyright © 2016 HSRC. All rights reserved | Copy #060416 n



12

13

UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

11.5 UK Fire Services and Emergency Medical Services ..........cccceeeeeeevieennns 114
11.6 Police Modernization & 1st Responders Market...........ccccccccceeieeeeeeeennnns 115
11.6.1 UK Police Modernization & 1st Responder Business
(@] 0] 010 T (1] 1 1= USSP 119
11.7 UK Police Modernization & Other 1st Responders Market - 2015-

120 121
11.7.1 Market Size & DYNAMICS.......coooeeeeeieeeeeeeee e 121
11.7.2 Market BreakdOWN ........ccooooiiiiiiiiieeeeeeeeeee e 123

UK Safe City & Public Events Security Market - 2016-2022 ............cccc..ue... 124
12.1  Market Definition ........cooeieieie e 124
12.2 Safe City: Background.............cooooiiiiiiiie 125
12.3 UK Safe City INAUSEIY ...uueiii e e e e e e e eenns 127
12.4 Urban Security in the United Kingdom ..., 127
12.4.1 UK Urban Security POlICY........cooveieeiiiiiiiiiiie e 128
12.4.2 Urban Crime Dat@l........coovveeiiiiiiiee e e e e 128
12.5 UK Safe City Market.......cooeieeeiiiieiiiee e e e e e e eenns 129
1251 UK Safe City Projects: INntroduction..............ccooeeeeiiieiiiieiieeen 129
12.5.2 Case 1: London - A Safe City ......ccovvveiiiiiiiiiee e 130
12.5.3 Case 2: Glasgow — A Safe City.......ccoovvviiiiiiiiiiiiiiiiiiiiieeeeee 130
12.6 UK Public Events Security Market...........ccoovvvuuiiiiiiieeeeeeeiiiiiiie e eeeeeennns 131
12.6.1 The Private Sector Public Events Security................evvveeeeiiiieinnns 131
12.6.2 Communication Interoperability ............ccccooiiieiiiiiiiiiiiieee e 132
12.6.3 Perimeter SECUNLY ......covii i 132
12.6.4 Public Events Infrastructure SeCurity ...........ccceeeeeeeeeieieiiiiiiiieeeenn. 132
12.6.5 Public Events Emergency ServiCes ... 133
12.6.6 Public Events WMD and Hazmat Detection and Response
1Y = U 2] S 133
12.6.6.1  SuiCide AMACKS.......ccoeeeeeeeeeeeeeeeeeeeeee e 134
12.6.6.2 Threat leVel ... 134
12.6.7 UK Public Events Security Market: Business Opportunities &
ChalleNgES.... .o 135
12.7 UK Safe City & Public Events Security Market 2015-2022..................... 136
12.7.1 Market Size & DYNamliCS........ccvvuuiiiiiiiiiie e 136
12.7.2 Market BreakKdOWN ........ccoooviiiiiiiiie e 138
UK Building & Perimeter Security Market - 2016-2020 ..........cccoeeeeveviieeeennnns 139
13.1 Market DefiNitiON .........uuuiieie e e e e e e e e e e e e eeeeanes 139
13.2 Buildings & Perimeter Security Technologies and Market...................... 140
13.2.1 BUIlAING SECUNILY ... 140
13.2.2 Perimeter SECUNMLY ......oii i 140
13.3 UK Buildings & Perimeter Security Standards and Specifications.......... 141
13.4 UK Building & Perimeter Security Market — 2015-2020............ccccvvueeennes 142
13.4.1 Market Size & DYNAMICS......ccoooeieieeeeeeeeeeeeeeeee e 142
13.4.2 Market BreakdOWn ..........oooiiiiiiiiiii e 144

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

14 UK CBRN Security & Safety Market — 2016-2022 ........cccoeeeeeieveiiiiiiiiineeeeeeee, 145
14.1 Market Definition ........coooeeeeii i 145
14.2 Market-BackgroUNd...........cooooiiiiiiiiiiiiiie e e e 145
14.3 UK CBRN Security & Safety Market — 2015-2022..........ccccccceeeeeeeeeeennnnns 147

14.3.1 Market Size & DYNAMICS.......ccooeieeeieeeeeeeeee e 147
14.3.2 Market BreakdOWN .........cooooiiiiiiieieeeeeeeeee e 149

15 UK Other Homeland security & Public Safety Vertical Markets — 2016-

12 0 PSP PPPPPPPPP 150
15.1 UK Maritime Security Market..........oooooiiiiiiin 150
15.1.1 UK C0aSt GUANT ....cooeeeeeeeeeeeeeeeeeeeeeeeeee e 150
15.1.2 Satellite Based Maritime Tracking .........ccccccovvviiiiiiiiiiiiiiiiiiinnn, 151
15.1.3 Wide Area Communications and Tracking Technology ............... 151
15.1.4 SkyBitz Global Locating System ..........cccovvvviiiiiiiiiiiiiiiiiiiiiieeeeeee 152
15.1.5 PAR Cargo*Mate .......ccoeuuiiiiiiiiiiiiieeeie e 152
15.1.6 TRI-MEX “BIack BOX......uuvuuvuiiiiiiiiiiiiiiiiiiieneinsnsnnennnnseennnnnnnnnnnnnnns 152
15.1.7 Maritime Awareness Global Network (MAGNET) ..........ccceeeeennnn. 153
15.1.8 Piracy MItIQation .......ccoooeieeieeeeee e 153
15.1.9 The UK's National Strategy for Maritime Security ........................ 154
15.2 UK Mass Transportation Security Market..............ccooeeeei, 155
15.3 UK Oil-Gas Industry Security Market............ccccoeeeieieeeiieiiiiciiiee e eeeeeennns 156
15.3.1 Market Background..........ccooooooiiiooieeeeeeee e 156
15.3.2 Threats to the Oil-Gas Industry Infrastructure..............ccceevvvvnnnnn. 156
15.3.3 UK Oil & Gas Industry Security Market: Business

(@] 0] 010 (1] 1 1= USSP 158

15.4 Other UK Homeland Security, Immigration Enforcement & Public
Safety Vertical Markets — 2015-2022 ...........ceiiieeeeieeeeiieie e 159
154.1 Market Size & DYNAMICS.......coooeieieiieeeeeeeee e 159
15.4.2 Market BreakdOWN .........cooooiiiiiiiiieee e 161

Copyright © 2016 HSRC. All rights reserved | Copy #060416 11



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

List of Tables

Table 1 - UK FACIS & FIQUIBS ...ttt e e e 17
Table 2 - UK Homeland Security & Public-Safety Market [$M] and AGR [%] —

20152022 ..ottt 20
Table 3 - UK Counter Immigration Enforcement & Public Safety: Market [$M] by

Revenue Category — 2015-2022 .......coouuiiiiiiiiiiiieeee e 41
Table 4 - UK Homeland Security & Public Safety: Market AGR [%] by Revenue

Category — 2015-2022 ..o 43
Table 5 - UK Homeland Security & Public Safety: Market [$M] by Vertical

Markets — 2015-2022 .....ccooeeieeeeeeeeeeeeeeeee 45
Table 6 - UK Homeland Security & Public Safety: Market AGR [%] by Vertical

Markets — 2015-2022 .....ccooeeieeeeeeeeeeeeeeee a7
Table 7 - UK Homeland Security, Immigration Enforcement & Public Safety

Technology Markets [$M] — 2015-2022.........cccuvveiieeeeeeiiiiiiiiieeeee e e 49

Table 8 - UK Major Airports: Number of Screened Passengers & Screened
Baggage (Carry-on & Checked Baggage) [M] by Airport - 2016 &

2020 ..t 56
Table 9 - UK Aviation Security Market: Business OpportunitieS............cccevvvvvvvneeeennn. 64
Table 10 - UK Airport Security Homeland Security & Public Safety Market [$M]

(incl. Sales, Aftersale & Other Revenues) & AGR [%] — 2015-22........... 64
Table 11 - Migrant Stock in the UK by Country of Origin...........coooooeiiiiiieie, 71

Table 12 - UK Smart Borders, Immigration Enforcement & Border Security

Market [$M] (incl. Sales, Aftersale and Other Revenues) and AGR

[90] = 2015-2022.....ceieeeeeeeeeeiieeeee e 78
Table 13 - Counter Terror & Crime Intelligence Market: Business Opportunities......... 85
Table 14 - UK Counter Terror & Counter Crime Intelligence Agencies Market

[$M] (incl. Sales, Aftersale and Other Revenues) and AGR [%] —

2015-2022 ..ottt 91
Table 15 - Critical Infrastructure Security Market: Business Opportunities by

=11 11070 ] (oo | V2SRRI 100
Table 16 - Critical Infrastructure Security Submarkets Growth Outlook .................... 101
Table 17 - UK Critical Infrastructure Protection Market [$M] (incl. Sales, Aftersale

and Other Revenues) and AGR [%] — 2015-2022............ccovvvvvvvevenennnnn. 107
Table 18 - Ranking of Manmade & Natural Disasters, Crime and Terror Threats

AS @ MAlKEL DIIVEI ... 119
Table 19 - UK Police Modernization & 1st Responder Market: Business

OPPOITUNITIES ...ttt 119

Table 20 - UK Police Modernization & Other 1st Responders Market [$M] (incl.

Sales, Aftersale and Other Revenues) and AGR [%] — 2015-2022...... 121
Table 21 - Threat Level Definitions ........ccooeeeeeeeeieeeeeeeeee e 135
Table 22 - UK Public Events Security Market: Business Opportunities Sectors........ 135
Table 23 - UK Public Events Security & Safe City Market [$M] (incl. Sales,

Aftersale and Other Revenues) and AGR [%] — 2015-2022................. 136

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Table 24 - UK Building & Perimeter Security Market [$M] (incl. Sales, Aftersale

and Other Revenues) and AGR [%] — 2015-2022..........cccevvvvvvvieeeeennn. 142
Table 25 - UK CBRN Security & Safety Market [$M] (incl. Sales, Aftersale and

Other Revenues) and AGR [%] — 2015-2022.........cccooveeeeeieveeiiiiiieeeeenn, 147
Table 26 - UK Oil & Gas Industry Security Market: Business Opportunities.............. 158
Table 27 - UK Other Vertical Markets Market [$M] (incl. Sales, Aftersale and

Other Revenues) and AGR [%] — 2015-2022.........cccovvviiiiiiiiiiiiininennnnn. 159

Copyright © 2016 HSRC. All rights reserved | Copy #060416 13



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

List of Figures

Figure 1 - UK Market Report Organogram ..............eeeeeeeeeeieeiiiiiiiieeeeeeeeeeennniine e
Figure 2 - UK Counter Terror & Public Safety Agencies Organogram.....................
Figure 3 - UK Homeland Security & Public-Safety Market [$M] — 2015-2022 .........
Figure 4 - Europe Major Terror Attacks-2001 to March 2016..........ccccccevvvveeeennnnnnn.
Figure 5 - Percentage of UK Muslim Population Vs. Other EU Countries ...............

Figure 6 - UK Homeland Security & Public Safety: Market [$M] by Revenue

Category — 2015-2022 ...

Figure 7 - UK Homeland Security & Public Safety: Market Shares [%] by

Revenue Category — 2015-2022 .......coouuiiiiiiiiiiiiieeeeee e

Figure 8 - UK Homeland Security & Public Safety: Market [$M] by Vertical

MArKEtS — 2015-2022 ..o

Figure 9 - UK Homeland Security & Public Safety Vertical Market Shares [%] —

20152022 ..ottt
Figure 10 - The UK Aviation Security LAYErS ...
Figure 11 - A UK Airport SECUrtY PrOCESS ......cccvvviiiiiiiieeeieeeeiiie e
Figure 12 - UK 2015 Passengers Share [%] by Airport ...,
Figure 13 - Airport Passengers Screening — SegmMents ..........ccceeeeeeeeeeeeeevveinineeeeenn

Figure 14 - UK Airport Security Market Share [%] by Revenue Category — 2015-

2022 e e
Figure 15 - Immigration by Nationality — Dec 1991 - Jun 2015..........ccvvvvvvveieennnnnn.
Figure 16 - Immigration Trends by Main Reason ...........ccoovvviviiiiiiiieee e
Figure 17 - Long-term International Migration in the UK 1991-2014 ..........ccccccce....
Figure 18 - An Automatic Border Control (ABC) Gate............uvvveeeeiieeiveveeiiiieeeeeen,
Figure 19 - UK BOrders Map .......ccoouiiiiiiiiiiiiiiiiiiieieeeeeeeeeeee ettt

Figure 20 - UK Smart Borders, Immigration Enforcement & Border Security
Market [$M] by Revenue Category (Sales, Aftersale and Other

Revenues) — 2015-2022.........couuuiiiee e

Figure 21 - UK Smart Borders, Immigration Enforcement & Border Security

Market Share [%] by Revenue Category — 2015-2022.............ccccee.
Figure 22 - Allocation of MI5 Resources by Core Activity (2015) .......cocovvvvvviviennnnnn.

Figure 23 - UK Counter Terror & Counter Crime Intelligence Agencies Market
[$M] by Revenue Category (Sales, Aftersale and Other Revenues)

= 2015-2022 ...

Figure 24 - UK Counter Terror & Counter Crime Intelligence Agencies Market

Share [%] by Revenue Category — 2015-2022........ccccceevvvevivvvniieeeennn.
Figure 25 - Critical Infrastructure Security, Layers of Security .........ccccccvvveeeenennnnn.
Figure 26 - Hierarchy of Critical INfrastruCtures.............ccoovvviviiiiiiii e
Figure 27 - The UK Critical Infrastructure Investment Priorities Scheme ................

Figure 28 - UK Critical Infrastructure Protection Market [$M] by Revenue

Category (Sales, Aftersale and Other Revenues) — 2015-2022 .........

Figure 29 - UK Critical Infrastructure Protection Market Share [%] by Revenue

Category — 2015-2022 ...

Copyright © 2016 HSRC. All rights reserved | Copy #060416 -



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 1

Figure 30 - Police Officers 31 March 2006 to 2015, England and Wales................... 113
Figure 31 - Future 1st Responders Communications ServiCes ............uuuveeieeeeeeennnns 117
Figure 32 - First Responders’ Mobile Devices Network.............cccovviiiiiiiiiiiin. 118

Figure 33 - UK Police Modernization & Other 1st Responders Market [$M] by
Revenue Category (Sales, Aftersale and Other Revenues) — 2015-

20022 e e et e e e e e e e e — et aaaaaaaaaanns 122
Figure 34 - UK Police Modernization & Other 1st Responders Market Share [%]

by Revenue Category — 2015-2022 ..........ceeieeeeeieeieiiiiiieee e e e 123
Figure 35 - Safe City ICT FIOW .......coooviiiiiiiiiiiiiiiieeeeeeeeee 126
Figure 36 - UK Public Events Security & Safe City Market [$M] by Revenue

Category (Sales, Aftersale and Other Revenues) — 2015-2022 ........... 137
Figure 37 - UK Public Events Security & Safe City Market Share [%] by Revenue

Category — 2015-2022 ......oueiieeeeeeeee e 138
Figure 38 - UK Building & Perimeter Security Market [$M] by Revenue Category

(Sales, Aftersale and Other Revenues) — 2015-2022...........cccevvvvvvnnnnn. 143
Figure 39 - UK Building & Perimeter Security Market Share [%] by Revenue

Category — 2015-2022 ......ouiiii e 144
Figure 40 - UK CBRN Security & Safety Market [$M] by Revenue Category

(Sales, Aftersale and Other Revenues) — 2015-2022...........cccevevvvvnnnnn. 148
Figure 41 - UK CBRN Security & Safety Market Share [%] by Revenue Category

— 20052022 ...t e 149
Figure 42 - UK Other Vertical Markets Market [$M] by Revenue Category (Sales,

Aftersale and Other Revenues) — 2015-2022..........ccoovveevveiiiiineeeeeeeennns 160
Figure 43 - UK Other Vertical Markets Market Share [%] by Revenue Category —

2015-2022 ... e e e e e e e e 161

Copyright © 2016 HSRC. All rights reserved | Copy #060416 15



Europe's Terror & Migration Crisis Series

2016-2022

United Kingdom Homeland Security
& Public Safety Market

Volume 2

UK terror threat levels

Current international *
terror threat level y

SUBSTANTIAL ./ #¥
There are five ’ '
levels of threat

CRITICAL

An attack is expected imminently

SEVERE

An attack is highly likely

SUBSTANTIAL

An attack is a strong possibility

MODERATE

An attack is possible but not likely

LOW

An attack is unlikely

Source: AP

Homeland Security Research Corp.




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

Europe's Terror & Migration Crisis Series

UK Homeland Security
& Public Safety Market

Volume 2

2016-2022

May 2016

Homeland Security Research Corp. (HSRC) is an international market and technology
research firm specializing in the Homeland Security (HLS) & Public Safety (PS) Industry. HSRC
provides premium market reports on present and emerging technologies and industry expertise,
enabling global clients to gain time-critical insight into business opportunities. HSRC’s clients
include the EU, NATO U.S. Congress, DHS, U.S. Army, U.S. Navy, DOD, DOT, and US
Congress GAO among others; as well as Counter Terror & PS government agencies in Japan,
Korea, Taiwan, Israel, Canada, UK, Germany, Australia, Sweden, Finland, Singapore. With over
950 private sector clients (72% repeat customers), including major defense and security
vendors, and Fortune 500 companies. HSRC earned the reputation as the industry’s Gold
Standard for Counter Terror & Public Safety market reports.

Washington D.C. 20004, 601 Pennsylvania Ave., NW Suite 900,
Tel: 202-455-0966, info@hsrc.biz, www.homelandsecurityresearch.com

Copyright © 2016 HSRC. All rights reserved | Copy #060416



http://www.homelandsecurityresearch.com/
mailto:info@hsrc.biz
http://www.homelandsecurityresearch.com/

UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

Table of Contents

TECHNOLOGY MARKETS ..o 16
UK Cybersecurity Market — 2016-2022 ..........couuuiiiiiiiiiiiiiiiie e 16
R R S oo | o L 16
1.2 UK Cybersecurity Technologies & Market Background..................cccee.... 16

1.2.1 European Cybersecurity Landscape - 2016..........cccoeeevvvieeeeennnnnnn. 16
1.2.2 Cybersecurity Strategy: CONCIUSIONS .........ccovvviiiiiiiiiiiiiiiiiieieeeeeeee, 19
1.2.3 Business Related Cybersecurity: Conclusions............cccccoeeevvvnnnn... 20
1.2.4 Cyber Terror & CrMEe ......ooovviiiiiiiiieeee e 21
1.2.5 Cyber Warfare .........cooouveiiiiiiii e 21
1.2.6 Denial Of SEIVICE.......uiiiii e 22
1.2.7 Deliberate Manipulation of Information ...............ccccevviiiiiieieieeeenn, 22
1.2.8 Detection of Unauthorized ACHIVILY ........ccoooeeieeeieieeeeeeeeeeeeeeeee, 23
1.2.9 Anti-Malware Cyber-SECUNLY .........ccoveeeeeiiiiiiiiiiiie e 23
1.2.10 Privacy Enhanced Technologies (PETS) ..., 25
1.3  Key Cybersecurity VENAOIS...........uiiiiieeieieiiiiie e 26
1.4 UK Cybersecurity: Business Opportunities. ... 27
1.5 UK Cybersecurity Market — 2015-2022 ..........ccoeiieeeeeeeeiiiiieeeeeeeeeeeeiiinn 28
151 Market Size & DYNAMICS.......ccooeeieieieeeeee e 28
152 Market BreakdOWN ........ccooooeiiiiiieieeeeeeeeeeeee e 30
UK Homeland Security & Public Safety Information Technology (IT)
Market — 2016-2022 ......ccooiiiieieeeeeeeeeee e 31
2.1 S OO P ittt 31
2.2  Information Technologies (w/o Intel & Cyber) ........ccoovvvviiiiiieeeeeeeeiiinn, 31
2.3  Counter Terror & Public Safety: Data Center Systems..........ccccccvvvvveeennen. 32
2.3.1 OVEIVIEW ..ottt 32
2.3.2 Counter Terror and Public Safety: Data Center Services............... 33
2.3.3 Counter Terror and Public Safety: Support Services ..................... 33
2.3.4 Counter Terror and Public Safety: Technical Consulting
SBIVICES .ttt 33
2.3.5 OULSOUICING SEIVICES......cciiiiiiiiiiiiiiiiiiieeeeeee ettt 34
2.3.6 APPlICALION SEIVICES ....uuiiiie e e 34
2.4  Counter Terror and Public Safety: Enterprise Software............ccccccceeeeee. 34
2.5 Counter Terror and Public Safety: IT Services........ccccccvvvveiieeeeeeeeeeennnnnnnn. 35
2.5.1 Counter Terror and Public Safety Agencies: Cloud Storage &
(7o) 071 o1U1) 1] 5o PP 36
2.6 VIS ISSUANCE IT ..ot e e e e e e e ee s 37
2.6.1 UK VISA POLICY .evvvviiei e e e e e aeaees 37
2.6.2 KEY FACTS ... e 38
2.6.3 UK E-PasSSPOrt ... it 39
2.6.4 Immigration Legislation ... 39

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

2.6.5 UK Points-Based Migration............cccovvueuuuiiiieeeeeeeeeeeiiiise e e e eeeeeennns 40
2.6.6 Automated Passport Control IT........cooooiiiiiiiiiiiiiiieeeee 40
2.7 Intelligence AQENCIES IT ... 41
2.7.1 T (oo 18 Tox i [0 o S URPRPRN 41
2.7.2 Counter Terror & Counter Crime Intelligence Community
Software as a Service (SaaS).........cuuuviiiiieiiiiiiiiie e 41
2.7.3 Platform as a Service (PaaS)...........ccovvvviiiiiiiiieeeeeeeeiie e 41
2.74 Infrastructure as a Service (1aaS) IT ......oovveiiiiiiiiiieci e 42
2.7.5 The Counter Terror & Counter Crime Intelligence Community
Cloud INfrastruCtUre IT .....ueeiee e 42
2.7.6 The Counter Terror & Counter Crime Intelligence Community
Big Data IT ... 42
2.8 UK Homeland Security & Public Safety IT Market — 2015-2022............... 43
2.8.1 Market Size & DYNAMICS.......ccooeeiieeeeeeeeeee e 43
2.8.2 Market BreakdOWN ........ccooooiiiioieeeeeeeeeeeeeeee e 45
UK Communication Systems & Devices Market — 2016-2022 ....................... 46
701 A Yo 0] o PP PPP PR 46
3.2  Market and Technology Background.....................eeeeeeiieiiiiiiniiiiiiiiiiniiiennns 46
3.2.1 Emergency CommUNICAtION........ccoeeeeiiiieiiiiiie e eeeeeeeiee e eeeeeenns 48
3.2.2 UK Counter Terror & Public Safety Communication
Equipment: Business Opportunities...........ccceveeeeeeeveeiiiiiiiiieeeeeeeennns 49
3.3 UK Communication Systems & Devices Market — 2015-2022.................. 50
3.3.1 Market Size & DYNAMICS.........uuuiiiiieeieeieeieee e e e e e e eaenns 50
3.3.2 Market BreakKdOWN ..........coovvieiiiiiiee e 52
UK Biometrics Market — 2016-2022.........ccooiiiiiiiiiiiee e 53
R Yol o o[ TSP PPRRRPPPPPPIN 53
4.2  Technology and Market Background................oouuiiiiiiiiiiiieiiiiiiiee e, 53
4.3  Multimodal BIOmMEetriC SYStEMS .........uuuuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiebieeneeeeeeees 59
431 Homeland Security & Perimeter Security Applications .................. 59
4.3.2 UK BIiOMEtric PasSSPOIt.......cciiiiiii i 61
4.3.3 UK National Biometric ID card ...........ccouuveiiiiieieeeeeeeiiiciiee e e eeeeeenns 62
4.3.4 The UK Foreign Nationals Biometric Cards ..........ccccooeeevvvviiieeennnnn. 64
4.4 UK Biometrics: Business Opportunities & Challenges.............ccccvvvvvnennes 65
4.5 UK Biometrics Market — 2015-2022.......ccooeiiiiiiiiiiiiieee e 66
45.1 Market Size & DYNAMICS......cccooeeiiieeeeeee e 66
45.2 Market BreakdOWN ..........oooiiiiiiiiii e 68
UK Video Surveillance Technologies Market — 2016-2022 ...........cccovvvvvnnnnnnn. 69
Lo 70 A Yo 0 o PP 69
5.2  Video Surveillance Market............cooeivveiiiiiiiiee e 69
52.1 Video Surveillance Technologies.........ccooovviiiiiiiiiiiiicciee e, 69
5.2.2 Video Surveillance: HLS & Public Safety Applications................... 76

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

5.2.3 UK Video Surveillance Market: Business Opportunities &

ChalleNES.......eeiei e 78
5.24 UK Video Surveillance Market Background ...............ccceeevieeeeennnnns 79
5.3  Video Analytics: Market Background...........ccccccoovvviiiiiiiiiiiiee 80
5.4 UK Video Surveillance Technologies Market — 2015-2022 ...................... 81
5.4.1 Market Size & DYNAMICS.......ccooeiiiieeeeeeeee e 81
5.4.2 Market BreakdOWN ........ccooooiiiiieeeieeeeeeee e 83
UK Intrusion Detection Systems Market — 2016-2022...........cccoeeeevvvieeeeennnnnn. 84
8.1 SO P .. ittt 84
6.2 Technology and Market Background...........cccccccoviiiiiiiiiiiiiiiiiiiiieee, 84
6.2.1 ACCESS CONLrol SYSIEMS .....ccoiiiieiiiie e 87
6.3 Intrusion Detection Systems: Business Opportunities & Challenges........ 87
6.3.1 ChallENES......eeiei e 87
6.3.2 UK Intrusion Detection Systems Market: Business
(@] 0] 010 (1] 1 1]= S PP 88
6.4 UK Intrusion Detection Systems Market — 2015-2022............cccccvvvveeennnn. 89
6.4.1 Market Size & DYNAMICS.........uuuuiiiiieeiieieeiiee e e e e e e eaenns 89
6.4.2 Market BreakKadOWN ..........oooiiiiiiiiiieee e 91
UK Border & Perimeter Security Technologies Market — 2016 -2022 ........... 92
T 1 SCOPIE ittt 92
7.2 Border & Perimeter BarITIErS .........ccoiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 92
7.3 Electronic FENCING.......ccouiiiiiiiiiiiiiiiieeeeeeeeeeeeeee e 93
7.3.1 Vibration Sensors Mounted on FENCe..............uuuvieiiiiiiiiiiiiiiiniiinnnns 93
7.3.2 Capacitance Sensors FENCE..........coovvvviiiiiiiiiiiiiiiieeeeeee 95
7.3.3 Strain Sensitive Cables Fence.........cccccccovvviiii 95
7.3.4 FIDEr OPtiC FENCE ... 95
7.3.5 QI L0 AT o= o o] 95
7.3.6 Ported Coax Buried Lin€ FENCEe........ccovvviiiiiiiiee e 96
7.3.7 FENCE ... 96
7.3.8 Electronic Fencing: Business Opportunities & Challenges ............ 97
7.4  Automatic Border Control (ABC) SYStEMS.......cccvvviiiiiiiiiiiiiiiiiiiiiiiiiieeeeee 98
7.5 UK Border & Perimeter Security Technologies Market — 2015-2022......100
7.5.1 Market Size & DYNAMICS......ccoooeieieeeeeeeeeeeeeeeee e 100
7.5.2 Market BreakdOWn .........ooooiiiiiiiiii e 102
UK Explosives & Weapons Detection Technologies Market — 2015-2022..103
G F0 A Yo o o P 103
8.2  Market BaCKground ..............uuuiuiuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeeeeeeeaeeeeeeeeeneeaee 103
8.3 X-TAY SCANNEIS ..ottt 104
8.3.1 BaCKgrouNd........ccoooiieiiieeeeeeeee 104
8.3.2 X-ray Screening Technologies........ccccovvuiiiiiiiiiiiieeeeie e 105
8.3.2.1 Luggage, Baggage & Other Items Screening Technologies .....106
8.3.2.2 People Screening X-ray Backscatter (AIT) Technology............ 107
8.3.2.3 Coherent Scatter 2D X-Tay .........cccevirerruuniiiieeeeeeeeeiiiiineeeeeeeeeennns 110

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

8.3.24 Transportable X-RAY Screening Checkpoints ............ccccevvvenen. 111
8.3.2.5  X-ray Technologies: Performance Comparison .............cccceeeeu. 111
8.3.3 X-ray Screening Market Background................oiiiiiiiiiiinniiiiinnnnn. 111
8.3.3.1  Airports and Secured Facilities............ccceeveeeeiiiiiiiiiiiiiiee e eeeeeeenns 111
8.3.3.2 Rail Stations X-ray SCreening .......cccoeveeeeieiiiieeeeeeeeeeeeeeeeeeeeeen 112
8.3.3.3  Air Cargo EXplosive SCreening..........cccceeeveeeeeiieiiiiiiiiieeeeeeeennnnns 114
8.3.3.4  ACES: The European Air Cargo Explosive Screening .............. 114
8.3.3.5  The European RA3 and ACC3 Regulations....................ccceeeeene 114
8.3.4 UK X-ray Screening: Business Opportunities & Challenges......... 115
8.4  Tomographic Explosive Detection Systems & BHS ............ccccveeeenen. 116
8.4.1 Explosives Detection Systems: Technology Background ............ 116
8.4.2 Explosive Detection Systems: Throughput .............ccccvviiiennnnn. 116
8.4.3 EDS Principle of Operation ... 117
8.4.4 EU Standard - 3 Approved Tomographic EDS Products ............. 118
8.4.5 Hybrid Tomographic EDS & 2D X-ray Screening..........ccccceeeeennn.. 120
8.4.6 EDS EU Standard-3 Certification...........cccooeveeeeeieeieeeeeeeeeeeeeeeen 121
8.4.7 Aviation Security: EDS Checked Luggage Screening.................. 121
8.5  Security-related Airport Baggage Handling Systems (BHS)................... 123
8.6 Baggage Handling SYSIEMS .........uuuuuiiiiiiiiiiiiiiiiiiiiiieiiiiiieeiieeeieeeeeeeeeeeenees 124
8.6.1 High-Volume In-Line Checked Luggage BHS Systems............... 124
8.6.2 Checked Luggage BHS: Mini In-Line Checked Luggage
SCreeniNg SYSIEM .. ..cciiiiiiiiiiie e eeeeeeaenes 125
8.6.3 Stand-alone EDS ... 126
8.7 EDS Market Background...........cccooiiiiiiiiiiiiie e 127
8.8  Explosives Trace Detection (ETD) .........uuuuuuumiiimimiiiiiiiiiiiiiiiieiiiiiniinennnnees 128
8.8.1 INEFOAUCTION ... 128
8.8.2 ETD TeChNOIOGIES ... 130
8.8.2.1  Technology OVEIVIEW. .........coiieieeeiiiiiiiieie e e e eeeaans 130
8.8.2.2 lon Mobility Spectroscopy (IMS)...........uuuuiiiimiiiiiiiiiiiiiiiiiiiiiinneens 134
8.8.2.3  Current Explosives & Narcotics Detection Technologies .......... 135
8.8.2.4 Handheld and Desktop ETD .......ccoovvviiiiiiiiii e, 136
8.8.2.5 Airport Boarding Gate Explosives Scanners ............ccccevevvvvnnnnn. 137
8.8.2.6 Vehicle Screening ETD SYStEMS ......cccvviiiiiiiiiiiiieeiiieeeeeiiee e 139
8.8.3 EU Approved ETD Products: By Manufacturer, Model and
RV 4] €510 ] o 1SR 140
8.8.4 UK Business Opportunities & Challenges..........ccccvvvvieiieeeeeennnnnns 141
8.9 Metal DELECIOIS ... 142
8.9.1 Hand-Held Metal DeteCtors. .........covvveeeeiiiieiiiie e 142
8.9.2 Walk Through Metal Detection Portals .............ccoeiiiiiiiiiieeeeennn, 143
8.10 UK Metal Detectors Market: Business Opportunities & Challenges ....... 145
8.11 Standoff Explosives & Weapon Detection............cccoeeeevvviiiieeiiiiiiee e, 146
8.11.1 Technology and Market Background ..................eueeeiiiiiniiiiiennennnns 146
8.11.2 Suicide Bombers & Vehicle Borne IEDS ..........cooovvviiiiiiiiiiiiiieeenns 151

Copyright © 2016 HSRC. All rights reserved | Copy #060416 n



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

8.12 UK Standoff Explosives & Weapon Detection: Business

Opportunities & ChalleNges. .........coiiiiiiiiiiiiiii e 154
8.12.1 BUSINESS OPPOITUNILIES ....ceeeeeeeeie e 154
8.12.2 PBIED & VBIED Detection: Technological Challenges................ 155

8.13 Vehicle & Container Screening SYStEMS........cccovvviiiiiiiiiee e 156
8.13.1 Vehicle & Container Screening Portals Technologies.................. 156
8.13.2 Comparison of Container-Vehicle Screening Technologies......... 157
8.13.3 X-ray Container-Vehicle Screening Systems...............euveveeeennnnns 159
8.13.4 Dual Energy X-ray Container-Vehicle Screening............cccccee...... 161
8.13.5 Dual-View X-ray Container-Vehicle Screening .........cccccccceeeeeennnn. 162
8.13.6 Backscatter X-ray Container-Vehicle Screening.............cccceee..... 163
8.13.7 Gamma Ray Systems Container-Vehicle Screening ................... 164
8.13.8 Linac Based X-ray Container-Vehicle Screening systems........... 166
8.13.9 Market Background..........ccoooooieoiieieeeeeeee e 167

8.14 UK Explosives & Weapons Detection Technologies Market — 2015-

2 0 168
8.14.1 Market Size & DYNAMICS.........ccuuuiiiieeeeeeeeeecee e 168
8.14.2 Market BreakdOWN ........cooooiiiiiiiiiieee e 169

UK Other Security Technologies Market — 2015-2022 ..........cccooeeevviiiiieeeennn 170

S S o0 o 1P PPPPPT 170

9.2 UK C2/CAISR SYSEIMS ...coeeiiiiiiiiiiiieeeeeeeee ettt 171
9.21 C2/C4ISR Market & Technology Background.............cccccevveeennn. 171
9.2.2 UK C2/C4ISR Systems: Business Opportunities ..............ccceeeeens 176

9.3 UK Bio-Agents & Infectious Disease Mitigation ............cccccvvvvvveiiiieinnnnnn. 177
9.3.1 Market Background............coovvuiiiiiiiiieceeceeeeeee e 177
9.3.2 EUropean BiOSECUIILY .......ccooeeeieeeeeee e 180

9.3.2.1 European Bio-Terror & Infectious Disease Detection and
Mitigation Standards ... 180
9.3.2.2 Biosecurity and Biosafety ..., 180
9.3.2.3 European CBRN Defense Strategy.........cccoeeeeevveviiieeeiiiieeeeeeennn, 181
9.3.24 European Commission Bio-Preparedness Actions.................... 181

9.3.25 European Bio-Terror & Infectious Disease Detection and
Mitigation Legislation............ooooeeeieiiieeeee 182
9.3.2.6 EU Biosafety and Biosecurity Initiatives...........ccccoeveeeeviieeeeennn, 182
9.3.2.7 Europe Infectious Diseases Threat Perception..............cccee.. 185
9.3.2.8 European Bio-Surveillance Strategy ........ccccoeeevveiiiiieveiiiineeeennnn, 186
9.3.2.9 Bio-Terror & Infectious Disease Early Alert System.................. 187
9.3.2.10 Management SIrUCTUIE........ccouuiiiiii e e e eeaen 187
9.3.2.11 Early Response to Major PandemicCs .........ccccccuvvveviiiiieiieinnnnnnn. 187
9.3.3 Bio-Detection Technologies and Market Background.................. 188
9.3.3.1 Sampling the Environment ... 188
9.3.3.2 Bio-Detectors in a Multitude of Ambient Settings ...................... 189

9.34 Bio-Agents & Infectious Disease Detection: Homeland

Security & Public Safety Applications ............ccccvvviiiiiiiiiniiiieeeenns 190

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

9.4 UK Bio-Agents & Infectious Disease Detection: Business

(@ 0] 010 (1] 11U 193
9.5 UK Chemical, Hazmat & Nuclear Detection .............ccouuuviiiieneeieeeeeninnnnnn. 194
9.5.1 o0 01T 194
9.5.2 Chemical Agent Detection Technologies...........ccccccvvvviiiiiiiinnnnnn. 194
9.5.3 Nuclear/Radiological Detection Technologies...........cccccccceeeeennnn. 195
9.5.3.1  The Advanced Spectroscopic Portal (ASP).........ccccceevvviiiiinnnnnns 195
9.5.3.2 Human Portable Radiation Detection Systems (HPRDS)
PrOQIamM ... 196
9.5.3.3 Nuclear-Radiological People Screening Portals........................ 196
954 Market Background..........ccoooooiiiiooeeieeeeeeeeee e 196
9.54.1 Chemical Plant SECUTLY ........cooiieeeiiiieecce e e e 197
9.54.2 Nuclear/Radiological Detection Markets ............cccceevvvvvniinnnnnn. 197
9.55 UK Chemical, Hazmat & Nuclear Detection: Business
OPPOITUNITIES ..ot 200
9.6 UK Decontamination of CBRN & Hazmat Incidents .............ccccevvvvvnnnnns 202
9.6.1 CBRN & Hazmat Decontamination Technology Background....... 202
9.6.2 Decontamination Core Technologies...........ccceeviieeeiieveiiiiiiiieeeen, 204
9.6.3 The Decontamination CyCle..............eeiiieiiiiiiiiiiiiiee e, 204
9.6.4 Decontamination Strategy...........uceeeeeeeeeeeeeiiiiiieee e ee e 206
9.6.5 CBRN & Hazmat Decontamination Market Background .............. 207
9.6.6 The Decontamination INAUSEIY ...........cccoevieeiiiiieiicce e, 209
9.7 UK Natural & Manmade Disaster Mitigation ..............ccccevvvviviiiiiiiiiniennnn. 210
9.7.1 Market & Technology Background..............cccceeviieeeiiiiiiiiiiicieeeenn, 210
9.7.2 Emergency Medical Services (EMS) ..., 211
9.7.3 Emergency Management Software............ccccceeeeieeeeieviiiiiieneeeenn, 212
9.7.4 Mass Emergency Notification Technologies .............cccoeeeeeeeeen. 212
9.74.1 INEFOAUCTION ...ttt naneeee 212
9.7.4.2  Text Alert SYSIEMS ......covviiiiiiiiiiiiiieeeeeeeeeeeeeeeee e 213
9.7.4.3  VoICe Alert SYSIEMS ....cooviiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeee e 213
9.7.4.4 SIFEN SYSIEMIS ... e 214
9.7.4.5  Cell Broadcast Mass Emergency Notification ............cccccceeeee.. 215
9.7.4.6 Mass Emergency Notification: Applications ..............ccccceeeeeenn. 216
9.7.4.7 Mass Emergency Notification: Business Opportunities.............. 217
9.8 UK Non-Lethal Weapons (NLW) ......ccooviiiiiiiieiee e 218
9.8.1 Less-Lethal Weapons Technology and Market Background........ 218
9.8.2 Less-Lethal Weapons Market .............coeeeviiiiiiiiiiiiiiiee e, 222
9.8.3 Non-Lethal Weapons: Business Opportunities & Challenges...... 224
9.9 UK Personal (Ballistic & CBRNE) Protective Gear............cccccevvvvveeennnn. 226
9.9.1 Market & Technology Background..............ccoeeeeiiiiiie, 226
9.9.2 Personal Body AIMMOTr..........iiiiiiiiie e 226
9.9.3 Respiratory Protective EQUIPMENt .......coooeeeeiiieieieeeeeeeeeen 228
994 CBRN and Hazmat Personal Protective Gear ...........cccoeeeeeeeeeenns 229

Copyright © 2016 HSRC. All rights reserved | Copy #060416 n



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

9.10 Counter-IED TeChNOIOQIES ......uiiiieiiiieeeiicie e 231
9.10.1 Counter-IED Technology & Market Background.......................... 231
9.10.1.1 Maintenance and Upgrades (Particularly of Jammers, and
AIrMOred TIUCKS) «ovvveeiiieee e 235
9.10.1.2 Sensors and Other Electronic Systems Upgrade/s................... 235
9.10.1.3 Standoff Suicide Bombers Detection.............ccovvvvvvvriiiiiieeieeennns 235
9.10.1.4 Suicide Bombers Detonation Neutralization............ccccccccvvvveenn. 235
9.10.1.5 Standoff Detection of VBIED ...........cccuviiiiiiiiiiiiiiiiieee e 236
9.10.1.6 VBIED Detonation Neutralization ............ccccccvvvviiiiiiiiiiiiiiinnnnnnn. 236
9.10.1.7 Standoff Explosive Detection in Urban Environment................. 236
9.10.1.8 Large Area IED Detection COVErage..........ceeevvvvevrvvrniiieeeennennnnns 237
9.10.1.9 IED Placement DeteCtion ...........cccvvveuuuuniiiieeeeeeeiiiiiiin e eeeeeens 237
9.10.2 Counter-IED Technologies: Business Opportunities &
ChallenNges......coooiiiiiiiii 237
APPENDICES ... ..o ————— 238
10 Appendix A: UK Counter Terror & Public Safety Agencies .........cccccceeeeen, 238
10.1 The CabiNet....coo oo e e e e e e e e e e e e eeeenes 238
10.2 CT Ministerial COMMITEES .....ccooeeeeeeeeeeeeeeeeeeee 239
10.3 Ministries and Departments. ..o 239
10.4 UK POIICE FOICES....ccoi i 240
10.5 UK Intelligence COMMUNILY .......ccooeeeeiiiiieeeeeee e 240
10.6 UK Armed Forces Counter Terror TaskS........cccceeeeeeeeeeiieeeieeeeeeeeeeeeee 241
11 Appendix B: European Homeland Security & Public Safety Related
Product StandardsS ..........uuuuiiiii i 242
11.1 European Committee for Standardization (CEN) ..........cccoeeiiiiiiiieiennn. 242
12 Appendix C: The European Union Challenges and Outlook....................... 266
12,1 SUMIMAIY .ottt e e e e e e e e b e e e e e eeeennns 266
12.2 The EU ECONOMY ..o 269
12.3 The EU Economic DiffiCUItIeS ..........uuiiiiiiiiiiiiici e 272
12.4  ANG-EU TIENAS....cooieeeeeiie ettt a e e e e e e e e e e e e e eeeeanes 272
12.5 The EU Frail Leadership and Poor Strategic Vision ..........cccccoceevvvieeens 273
12.6 Migration and Refugee CriSiS .......ccooviiiiieiieeeeeeeeeeeeee e 274
12.7 European SeCUritY WOITIES ......uiiiiiiiiiie e e e e e 276
D2 S T =T ¢ (0] £ 1 1 P SUSRRRPPRIN 276
12.9 EU FULUIE SCENAIIOS ....uuuiiieeeeeeeeiiiiie ettt e e e et e e e e e eeeeees 277
13 Appendix D: Europe Migration Crisis & Border Security .........coeeevvvviieeennns 279
13,1 INEFOAUCTION ..ot e e e e e e et e e e e e e e eeeenes 279
13.2 EU Migration: Background ...........cooooiiiiiiiiiieeeeeeeeeeeeeeeeeeeee e 279
13.3 The European Borders SECUILY ........cveeiviiiiieeeiiiiiee e 290
13.3.1 T} (oo 18 o 1o o [ 290
13.3.2 The Schengen Area.........ccooov i 290

Copyright © 2016 HSRC. All rights reserved | Copy #060416 “



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

_ - - —
13.3.3 The European Integrated Border Management System (IBM).....293
13.34 The EU Smart Borders INtiative ...............eeveeeieiiiiiiiiiiiiiiiieiiiieinnn, 294
13.3.5 The Schengen Zone: Passenger Name Record (PNR) System

OULIOOK ..o 295

13.3.6 Temporary Reintroduction of Border Control ..................evvveeeinnnns 300

13.4 European Smart & Secure Border Market............c.coevvviiiiiiiiiie e, 303

Appendix E: ADDreviations ... 306

Scope, Methodology & DISCIaiMEer .......ccoiviiiiiiiiii e 318

15.1 RESEAICN SCOPE... oo 318

15.2 Research Methodology ........coooviiiiiiiiiiie e 318

Disclaimer & Copyright ... 320
- | — M — | ——
Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

List of Tables
Table 1 - EU Cyber-Threats: Ranking & Trends — 2013-2015........ccccceeevvvviviiiiiiieeeennn. 19
Table 2 - UK Cybersecurity Market: Business Opportunities...........cccoeeeeeeeeeeeeeeeeeeeenn, 27
Table 3 - UK Cybersecurity Market [$M] (incl. Sales, Aftersale and Other
Revenues) and AGR [%] — 2015-2022........ccoooveieiieeeeeeeeeeeeeeeeeeeeeeeeee 28
Table 4 - UK Information Technologies Market [$M] (incl. Sales, Aftersale and
Other Revenues) and AGR [%] — 2015-2022........cccoovvvveviiiiiiiiiiiiiennnnnn, 43

Table 5 - UK Communication Systems & Devices Market: Business Opportunities....49
Table 6 - UK Communication Systems & Devices Market [$M] (incl. Sales,

Aftersale and Other Revenues) and AGR [%] — 2015-2022................... 50
Table 7 - Strengths and Weaknesses of Biometric Systems...........ccoooeeeeeeiieeeeeeeeeeen, 56
Table 8 - Comparison of Biometric Modalities.............ccoiviieeiiiiieiiiiie e 57
Table 9 - UK Biometrics Market: Business Opportunities...........coooeeeeeeeeeeeeeeeeeeeeeeeeen 65
Table 10 - UK Biometrics Market [$M] (incl. Sales, Aftersale and Other

Revenues) and AGR [%] — 2015-2022.........ccooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 66
Table 11 - Video Surveillance Market: Business OpportunitieS............cccevvevvvvvnieeeennn. 78
Table 12 - UK Video Surveillance Technologies Market [$M] (incl. Sales,

Aftersale and Other Revenues) and AGR [%] — 2015-2022................... 81
Table 13 - Intrusion Detection Systems Market: Business Opportunities.................... 88
Table 14 - UK Intrusion Detection Systems Market [$M] (incl. Sales, Aftersale

and Other Revenues) and AGR [%] — 2015-2022............ccoovvvvviivevennnnnn. 89
Table 15 - UK Electronic Fencing Market: Business OpportunitiesS ...........ccccccceeeeennn.. 97

Table 16 - UK Border & Perimeter Security Technologies Market [$M] (incl.
Sales, Aftersale and Other Revenues) and AGR [%] — 2015-2022....... 100

Table 17 - Comparison of X-ray Detection Technologies..........ccccccccceiiiiiiiiiiiiiiinnnnnn. 111
Table 18 - UK X-ray Screening Market: Business Opportunities..............cccceeevvvvnnnnn. 115
Table 19 - Explosive Detection Systems vs. Other Luggage Screening

TECNNOIOGIES ... .o e e e e e e e e e eaanns 116
Table 20 - 64 EU Standard-3 Approved EDS Products: By Manufacturer, Model

LY =] £ [ [ 118
Table 21 - EU Approved ETD Products: By Manufacturer, Model & Version ............ 140
Table 22 - UK Explosives Trace Detection (ETD) Market: Business Opportunities...141
Table 23 - UK Metal Detectors Market: Business Opportunities .............cccoeeeeeeeeenn. 145
Table 24 - Comparison of Open Space Explosives & Weapon Detection

TECNNOIOGIES ... 152
Table 25 - Container-Vehicle Screening - Technologies Comparison....................... 158

Table 26 - UK Explosives & Weapons Detection Technologies Market [$M] (incl.

Sales, Aftersale and Other Revenues) and AGR [%] — 2015-2022....... 168
Table 27 - UK Counter Terror & Public Safety C2/C4ISR Business Opportunities....176
Table 28 - UK Bio-Agents & Infectious Disease Detection Market: Business

OPPOITUNITIES ...ttt 194
Table 29 - Nuclear Terror Detection Roadmap .............cceeeiieeeiiiieiiiiiiiee e, 195
Table 30 - Typical Goals of an EMS System: Daily vs. Disaster .............cccccoeeeeeeenn. 211

Copyright © 2016 HSRC. All rights reserved | Copy #060416




UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

Table 31 - Notification Systems Technologies CharacteristiCSs..........ccovvveeeeieeeeiennnnnn. 215
Table 32 - UK Mass Emergency Notification Market: Business Opportunities .......... 218
Table 33 - Non-Lethal Weapons Counter-Personnel Means..............ccveeeieeviiineenns 220
Table 34 - Electromagnetic NLW Technologies ............ceeiiiieiiiiieeiiiiee e, 221
Table 35 - Mechanical & Kinetic, Acoustic, Ancillary & Chemical NLW
LT 1] 70 ] (oo 1 USSP 221
Table 36 - Non-Lethal Weapons Market: Business Opportunities................coceeeeen. 225
Table 37 - European Homeland Security and Public Safety Standards .................... 242
Table 38 - Membership in the EU, Eurozone, and Schengen Area................ccceee.. 268
Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

List of Figures

Figure 1 - The European “Computer Emergency Response Teams & Command

Centre” (CERTS. CERT/CCS).....uuiiiiiiiiiiiiiiiieeeceeeeeeee e

Figure 2 - UK Cybersecurity Market [$M] by Revenue Category (Sales, Aftersale

and Other Revenues) — 2015-2022.........ccoovvviiiiiiiiiiiiiiiiiiiiiiiieeieeeeeee

Figure 3 - UK Cybersecurity Market Share [%] by Revenue Category — 2015-

2002 e

Figure 4 - UK Information Technologies Market [$M] by Revenue Category

(Sales, Aftersale and Other Revenues) — 2015-2022...........ccccceveeeeen.

Figure 5 - UK Information Technologies Market Share [%] by Revenue Category

= 2015-2022 ...

Figure 6 - UK Communication Systems & Devices Market [$M] by Revenue

Category (Sales, Aftersale and Other Revenues) — 2015-2022 ..........

Figure 7 - UK Communication Systems & Devices Market Share [%] by Revenue

Category — 2015-2022 .......ooiiiiieeeeeeee e
Figure 8 - Elements and Flowchart of a Biometric System.........ccccooeeevvvvviiiiiiinneeenn,
Figure 9 - UK BIOMELNC PaSSPOIt.......cccviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeee e
Figure 10 - Biometric Residence Permit..............ouuiiiiiiieiiiiieiies e
Figure 11 - A UK Foreign Nationals Biometric Card............cccccvvvviiiiiiiiiiiiiiiiiinienen.

Figure 12 - UK Biometrics Market [$M] by Revenue Category (Sales, Aftersale

and Other Revenues) — 2015-2022.......ccooeeiiiiieiiiiiiieee e
Figure 13 - UK Biometrics Market Share [%] by Revenue Category — 2015-2022 ...
Figure 14 - Video Surveillance Technologies Timeline..........ccccccvvviiiiiiiiiiiiinn.
Figure 15 - A Wireless Video Surveillance System ...........cooovviiiiiiieeeeceieiiieeeee e,

Figure 16 - UK Video Surveillance Technologies Market [$M] by Revenue

Category (Sales, Aftersale and Other Revenues) — 2015-2022 ..........

Figure 17 - UK Video Surveillance Technologies Market Share [%] by Revenue

Category — 2015-2022 ..o
Figure 18 - Multi-Modal INtrusion DeteCtOrS ..........ccovvviiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee
Figure 19 - Example of Intrusion Detection System Architecture ...............ccccceee...

Figure 20 - UK Intrusion Detection Systems Market [$M] by Revenue Category

(Sales, Aftersale and Other Revenues) — 2015-2022............cccccvvvveen.

Figure 21 - UK Intrusion Detection Systems Market Share [%] by Revenue

Category — 2015-2022 ..o
Figure 22 - Diagram of Physical Security Fence FUNCHIONS...........ccccvvvvvviiiiiiiinennnn.
Figure 23 - Automated Border Controls Technology ........ccccovvviiiiiiiiiiiiiiiiceeeeee,
Figure 24 - Automated Border Control Gates at Heathrow Airport..........cccccevveeeeen.

Figure 25 - UK Border & Perimeter Security Technologies Market [$M] by
Revenue Category (Sales, Aftersale and Other Revenues) — 2015-

2022

Figure 26 - UK Border & Perimeter Security Technologies Market Share [%] by

Revenue Category — 2015-2022 .......cooouiiiiiiiiiiiiieeeeeee e
Figure 27 - Major Explosives Detection Technologies: Bulk vs. Trace.....................

Copyright © 2016 HSRC. All rights reserved | Copy #060416 -



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

Figure 28 - X-ray Conveyor-Based Screening Systems — Principles of Operation....106

Figure 29 - Multi-View Dual Energy X-ray SCre€ning ..........uuueieeeeeeeeeeeeriiiiiiieeeeeeeeennns 107
Figure 30 - X-ray Backscatter (AIT) Principle of Operation ............ccceevvvviiiiieiienennns 108
Figure 31 - Backscatter People Screening Portal.............coouiiiiiiiiiiieiiiiicieee e, 109
Figure 32 - Coherent X-ray SChemMe..........coooiiiiiiiiiiiiiii 110
Figure 33 - Rapiscan Mobile Check ES002 Contains Two Screening Lanes............ 111
Figure 34 - Whole-Object EDS Scheme...........cooovii 117
Figure 35 - EDS Based Luggage Screening System at Heathrow Airport................. 118
Figure 36 - Aviation Security: “100% EDS” Screening Flow Scheme........................ 122
Figure 37 - Checked Luggage ETD, EDS & X-ray SCreening .........cccccvvvvieeeeeeennnnnns 124
Figure 38 - Checked Luggage ETD, EDS & X-ray SCreening ........ccccccevvvveveeeeeeennnn. 125
Figure 39 - Schematic Visualization of a Mini In-Line System...........ccccccceeeiieeeeenennns 125
Figure 40 - Checked Luggage ETD, EDS & X-ray Screening Mini In-Line System

With Light INtegration ...........coovveiiiiiiiiie e e 126
Figure 41 - Checked Luggage ETD, EDS & X-ray Screening Configuration 4 -

Stand-alone EDS .........oooviiiiiiiii 127
Figure 42 - Explosive Trace Detection: Principle of Operation...........cccccccvvvvvveinnnnn. 131
Figure 43 - ETD Operational Workflow.............ouuuiiiiiiiiiiiiie e, 131
Figure 44 - Explosive Materials ClassIfication .............cccccvvviviiiiiiiiiiiiiiiiiiieeee 132
Figure 45 - The Most Commonly Used Explosives Classification ...................ccc.o... 133
Figure 46 - Explosives Detection Technologies: Bulk vs. Trace Detection................ 135
Figure 47 - Explosives Trace Detection Configuration: Hand Held ETD, &

LI o1 (=] o] o TN = I 5 T RUURPPTPPN 136
Figure 48 - Boarding Card ETD Reader.............uuiiiiiiieiieieeiie e 138
Figure 49 - Airport Boarding Gate with Built-in ETD Screening Technology ............. 139
Figure 50 - Hand-held Weapon Metal Detector “Wands” .............cccovvvviiiiiiiieeeeneeens 142
Figure 51 - A Metal Detection Portal at a Sport Stadium............cccccvvviiiiiiiiiiiiiinnnnnn. 144
Figure 52 - A Walk Through Mobile Metal Detector .............cccoeeeieeeiiiiiiiiiiie e, 145
Figure 53 - Suicide Attack SEQUENCE ..........oooiiiiiiiiiiiiiie 148
Figure 54 - Spectrum of Evolving Standoff People Screening Technologies ............ 153
Figure 55 - PBIED & VBIED Detection Technologies: Performance Criteria............. 154
Figure 56 - Container/Vehicle Screening Technologies ..........cccccccvviiiiiiiiiiiiiiiiinnnn. 157
Figure 57 - X-ray Screening — Block Diagram ...........ccoooviviiiiieiiiiiiiiccceceeeeeee e, 161
Figure 58 - DUal ENEIgy X-TAY......ccuuiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeee ettt 162
Figure 59 - Dual View X-ray — Principles of Operation .............ccccoeeeviiiiiiiiviiiiiieeeennn, 163
Figure 60 - Backscatter X-ray + Penetrating X-ray........cccccccvvviiiiiiiiiiiiiiiiiiiiiiiieeeeee 164
Figure 61 - Gamma Ray Screening - Block Diagram .............ccoviiieiiiiiieeeiiiieeeeeenn, 165
Figure 62 - Linac Screening System Block Diagram ...........ccccccvvviiiiiiiiiiiiiiiiiiiiennnnn. 167
Figure 63 - UK Explosives & Weapons Detection Technologies Market Share [%)]

by Revenue Category — 2015-2022 ........ccooovviiiiiiiiiiiiiiiiieeeeeeee 169
Figure 64 - A Seaport Security C2/C4ISR System Block diagram .............ccccccoeeee. 176
Figure 65 - Biosecurity and Safety Agencies & Processes Roadmap .........ccccceeeee... 179
Figure 66 - Airborne Bacterial Concentration Fluctuation in a Single Day................. 189
Figure 67 - The European Bio-Detection Surveillance and Situational Awareness:

Areas of ReSPONSIDIILY .......coooiiiiiiii e 193

Copyright © 2016 HSRC. All rights reserved | Copy #060416



UK Homeland Security & Public Safety Market 2016-2022 - Vol. 2

Figure 68 - Multi-Tiered Chemical, Hazmat & Nuclear Detection and Mitigation....... 196
Figure 69 - Nuclear-Radiological Threats Weapon Sophistication vs.
CONSEUUENCE ...ttt e et e et e e et e e e e et e e e e eaa e e eeennn e eaees 198

Figure 70 - The Three-tiered Port of Entry Nuclear Threat Screening Architecture...200
Figure 71 - Comparison in Weight of Pathogens between BW Agents and CW

AGENES [MQ] .. e e e e e e aaann 202
Figure 72 - Closed Area (e.g., Building) Decontamination Boundaries ..................... 203
Figure 73 - Open Area Decontamination Boundaries............cccooeeeeeviiiiiiiiiiiieeeeeeennnns 203
Figure 74 - Decontamination COrTidOr ............couvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee e 203
Figure 75 - Decontamination Core Technologies OVErVIEW ...........ccceevvvvvviiiieeeeeennnnns 204
Figure 76 - The Decontamination CYCle ............ccovvviiiiiiiiiiiiiiiiiiieeeeeeeee 205
Figure 77 - Decontamination Strategy: from Sample Collection to

Decontamination ClearanCe ..........cooeuvvveeiiuiiiiee e 206
Figure 78 - Basic Phases of Response and Recovery to a CBRN & HAZMAT

T [0 1= o | SRR 207
Figure 79 - The Bio Attack Response TImeline ...........cccoovviiiiiiii i, 209
Figure 80 - Multimodal Mass Emergency Notification ............ccccccvviiiiiiiiiiiiiiiiinnnnn. 216
Figure 81 - Near Term Counter-Personnel NLW ..........ccoooviiiiiiiii i, 218
Figure 82 - Less-Lethal Weapons Clinical Effects............ccccovviiiiiiiiii 219
Figure 83 - Mid-Term Counter-Personnel Non-Lethal Weapons.............ccccoeeeeeeeeens 219
Figure 84 - Far-Term Counter-Personnel Non-Lethal Weapons .........cccccccvvvvvviennnn. 221
Figure 85 - Personal BodY AIMOT .........iiiic i eeeees e e e e e e e e e e e e e e eaannes 227
Figure 86 - Respiratory Protective Equipment Segments............ccoevvvvvviiiiiiiiiiiinenenn. 228
Figure 87 - CBRN Personal ProteCtive Gear.........ccoueeeeeveiiiiuiiiiieeeeeeeeeiiiieseeaeeeeeennns 229
Figure 88 - IED Ready for Detonation .............ccoovviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee e 232
Figure 89 - IED “Kill Chain” and its Relevant Time Frame.............cccccvviiiiiiiieiennnnns 233
Figure 90 - UK Counter Terror & Public Safety Agencies Organogram..................... 238
Figure 91 - The European Union: Member States and Candidate Countries ............ 267
Figure 92 - EU Countries Currency Status - 2016...........ccccvvvveiiiieiiniiiiiiieeeeeeee e 269
Figure 93 - European 2015-2016 GDP Growth Forecast [%] By Country ................. 270
Figure 94 - Europe GDP per Capita By COUNtIY ........viiiiiiiiiieeeiieeeeeeeee e, 271
Figure 95 - 2015 Refugee Applications to Europe by Month ..., 280
Figure 96 - 2015 Migrant Applications to Europe by Country of Origin...................... 281
Figure 97 - Main Routes of Migration ... 282
Figure 98 - European Asylum-Seeker Decisions by Country ...........cccceeeeevvvviineeennnnn. 283
Figure 99 - Refugee Acceptance by Country 2015 ..........ccoovviiiiiiiiiiiiiiiiiiiiiiiiiieeeeee, 285
Figure 100 - Asylum Claims per 100.000 Local Populations 2015............ccccceeeeeeeee. 286
Figure 101 - Fragility and Instability in Europe Neighborhood MEA Countries.......... 288
Figure 102 - Europe INflows of Threats ........ccouviiiiiiiiii e, 289
Figure 103 - EUropean BOIAEIS.........ccouiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeee e 290
Figure 104 - The 2016 Schengen Border Map ..........ooeeviiiiiiieeiiiii e, 291
Figure 105 - The Advanced Passenger Analysis (APA) System ........cccccccvvvvveeeennnn. 300
Figure 106 - Migrant Arrivals by Sea and Land Borders in 2015..............cccoveieeeenn. 302

Copyright © 2016 HSRC. All rights reserved | Copy #060416




	TOC_UVol.2_UK Homeland Security %26 Public Safety Market 2016-2022 xxx
	TOC_UVol.1_UK Homeland Security %26 Public Safety Market 2016-2022
	TOC_UVol.2_UK Homeland Security %26 Public Safety Market 2016-2022



