
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
  

2017-2022 

 

 

 

 

 

 

 

 

Homeland Security Research Corp. 

 

Critical Infrastructure Protection 

Technologies & Market – Focus on Europe  

Source: 
FEMA 



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   2 

 

 

 
 
 

 
Critical Infrastructure Protection 

Technologies & Market –  
Focus on Europe  

 
 

2017-2022 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Homeland Security Research Corp. (HSRC) is an international market and technology research 
firm specializing in the Homeland Security (HLS) & Public Safety (PS) Industry. HSRC provides 
premium market reports on present and emerging technologies and industry expertise, enabling 
global clients to gain time-critical insight into business opportunities. HSRC’s clients include the 
EU, NATO U.S. Congress, DHS, U.S. Army, U.S. Navy, DOD, DOT, and US Congress GAO 
among others; as well as Counter Terror & PS government agencies in Japan, Korea, Taiwan, 
Israel, Canada, UK, Germany, Australia, Sweden, Finland, Singapore. With over 950 private 
sector clients (72% repeat customers), including major defense and security vendors, and Fortune 
2000 companies. HSRC earned the reputation as the industry’s Gold Standard for Counter Terror 
& Public Safety market reports.  

Washington D.C. 20004, 601 Pennsylvania Ave., NW Suite 900, 
Tel: 202-455-0966, info@hsrc.biz, www.homelandsecurityresearch.com 

http://www.homelandsecurityresearch.com/
mailto:info@hsrc.biz
http://www.homelandsecurityresearch.com/


Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   3 

 

Table of Contents 

1 Executive Summary .................................................................................. 10 
1.1 Major Findings .................................................................................. 10 
1.2 European Critical Infrastructure Protection Market – 2015-2022 ...... 11 

1.2.1 Critical Infrastructure Protection Market by Country .............. 11 
1.2.2 Market by Revenue Source – 2015-2022 .............................. 13 

2 Scope ......................................................................................................... 15 

3 European Critical Infrastructure Protection Market Background ......... 17 
3.1 Critical Infrastructure Security Management .................................... 17 

3.1.1 Critical Infrastructure Protection: Threats............................... 17 
3.1.2 Critical Infrastructure Protection Tactics ................................ 17 
3.1.3 Critical Infrastructure Vulnerabilities ...................................... 18 

3.1.4 Planning of Critical Infrastructure Security ............................. 19 
3.1.5 Critical Infrastructure Security Investment Priorities .............. 19 

3.1.6 Critical Infrastructure Strategy Outlook .................................. 21 
3.1.7 CIP Information Sharing with the Private Sector .................... 22 
3.1.8 Private Sector Critical Infrastructure Risk Assessments ........ 23 

3.2 Banking & Finance CIP Market ........................................................ 24 
3.2.1 Market Definition .................................................................... 24 

3.2.2 Banking & Finance Security Market Analysis......................... 24 
3.2.3 Business Continuity ............................................................... 25 

3.2.4 Market Structure .................................................................... 26 
3.2.5 Market Drivers ....................................................................... 26 

3.2.6 Market Inhibitors .................................................................... 26 
3.2.7 Market Characteristics ........................................................... 26 

3.3 Water Infrastructure Security ............................................................ 27 

3.3.1 Water Infrastructure: Market Definition .................................. 27 
3.3.2 Water Infrastructure Market Analysis ..................................... 27 

3.3.3 Responses to Water Terror-Related Security Concerns ........ 27 
3.3.4 Water Industry Security: Market Structure ............................. 28 

1.1.1 Water Industry Security: Market Drivers ................................ 28 
3.3.5 Water Industry Security: Market Inhibitors ............................. 29 

3.4 Electric Power Industry Security ....................................................... 29 

3.4.1 Electric Power Industry: Background ..................................... 29 
3.4.2 The Energy Industry Interdependencies ................................ 31 
3.4.3 Electric Power Industry Security Vulnerabilities ..................... 32 
3.4.4 Electric Power Industry Cyber Security Capability Gaps ....... 33 

3.4.5 Electric Power Industry Security Market Structure ................. 33 
3.4.6 Electric Power Industry Security: Market Drivers ................... 34 
3.4.7 Electric Power Industry Security: Market Inhibitors ................ 34 

3.5 European Civil Nuclear Power Industry Security .............................. 35 
3.5.1 The Industry ........................................................................... 35 



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   4 

 

3.5.2 Nuclear Power Plants: Risk of Terror ..................................... 36 
3.5.3 Nuclear Power Plants Market Structure ................................. 37 

3.5.4 Nuclear Power Plants Security: Market Drivers ..................... 38 
3.5.5 Nuclear Power Plants Security: Market Inhibitors .................. 38 

3.6 Chemical Industry Security ............................................................... 38 
3.6.1 European Chemical Industry Overview .................................. 38 
3.6.2 Relationships with Other Industries ....................................... 39 

3.6.3 The Chemical Industry Structure ........................................... 40 
3.6.4 Chemical Industry Security .................................................... 41 
3.6.5 Market Analysis ..................................................................... 42 
3.6.6 Market Drivers ....................................................................... 43 

3.6.7 Market Inhibitors .................................................................... 43 

4 Business Opportunities ........................................................................... 44 

5 European Critical Infrastructure Protection: SWOT Analysis ............... 46 

5.1 Strengths .......................................................................................... 46 
5.2 Weaknesses ..................................................................................... 49 

5.3 Opportunities .................................................................................... 50 
5.4 Threats ............................................................................................. 52 

6 Competitive Analysis ................................................................................ 54 

7 Critical Infrastructure Protection Market Drivers ................................... 55 

8 Critical Infrastructure Protection Market Inhibitors ............................... 57 

9 European Critical Infrastructure Protection Market – 2015-2022 .......... 59 
9.1 Critical Infrastructure Protection Market by Country ......................... 59 

9.1.1 Market Size & Forecast ......................................................... 59 
9.1.2 Market Breakdown by Country ............................................... 60 

9.2 Market by Revenue Source – 2015-2022 ......................................... 61 
9.2.1 Market Size & Forecast ......................................................... 61 
9.2.2 Market Breakdown by Revenue Source ................................ 62 

10 National Critical Infrastructure Protection Markets -2015-2022 ............ 64 
10.1 UK Critical Infrastructure Protection Market -2015-2022 .................. 64 

10.1.1 The UK CIP Cybersecurity ..................................................... 64 

10.1.2 The UK CIP Cybersecurity Strategy ...................................... 65 

10.1.3 UK CIP Standards and Specifications ................................... 67 

10.1.4 UK Critical Infrastructure Protection Market -2015-2022 ....... 68 
10.2 France Critical Infrastructure Protection Market – 2015-2022 .......... 70 
10.3 Belgium Critical Infrastructure Protection Market – 2015-2022 ........ 70 
10.4 Sweden, Norway, Finland & Denmark Critical Infrastructure 

Protection Market – 2015-2022 ........................................................ 71 

10.5 Germany Critical Infrastructure Protection Market – 2015-2022 ...... 71 
10.6 Austria & Switzerland: Critical Infrastructure Protection Market – 

2015-2022 ........................................................................................ 72 



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   5 

 

10.7 Italy Critical Infrastructure Protection Market – 2015-2022 ............... 72 
10.8 Spain Critical Infrastructure Protection Market – 2015-2022 ............ 73 

10.9 Poland Critical Infrastructure Protection Market – 2015-2022 .......... 73 
10.10 Hungary & Czech Republic: Critical Infrastructure Protection 

Market – 2015-2022 ......................................................................... 74 
10.11 Russia Critical Infrastructure Protection Market – 2015-2022 .......... 74 
10.12 Rest of Europe: Critical Infrastructure Protection Market – 2015-

2022 ................................................................................................. 75 

11 Appendix A: European Homeland Security & Public Safety Related 
Product Standards .................................................................................... 76 

11.1 European Committee for Standardization (CEN) ............................. 76 
11.2 European Homeland Security and Public Safety Standards ............ 76 
11.3 EU Buildings & Perimeter Security Standards & Specifications ..... 101 

12 Appendix B: The European Union Challenges and Outlook ............... 102 

12.1 Summary ........................................................................................ 102 
12.2 The EU Economy ........................................................................... 105 

12.3 Anti-EU Trends ............................................................................... 108 
12.4 The EU Frail Leadership and Poor Strategic Vision ....................... 109 
12.5 Migration and Refugee Crisis ......................................................... 110 

12.6 European Security Worries ............................................................ 112 
12.7 Terrorism ........................................................................................ 112 

12.8 EU Future Scenarios ...................................................................... 113 

13 Appendix C: Europe Migration Crisis & Border Security .................... 115 

13.1 Introduction .................................................................................... 115 
13.2 EU Migration: Background ............................................................. 115 

13.3 The European Borders Security ..................................................... 126 
13.3.1 Introduction .......................................................................... 126 
13.3.2 The Schengen Area ............................................................. 126 

13.3.3 The European Integrated Border Management System (IBM)129 
13.3.4 The EU Smart Borders Initiative .......................................... 130 
13.3.5 The Schengen Zone: Passenger Name Record (PNR) System 

Outlook ................................................................................ 131 
13.3.6 Temporary Reintroduction of Border Control ....................... 136 

13.4 European Smart & Secure Border Market ...................................... 139 

14 Appendix D: Abbreviations .................................................................... 143 

15 Scope, Methodology & Disclaimer ........................................................ 155 
15.1 Research Scope ............................................................................. 155 
15.2 Research Methodology .................................................................. 155 

16 Disclaimer & Copyright .......................................................................... 157 

 
  



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   6 

 

List of Tables 

Table 1 - European Critical Infrastructure Protection Security Market [$M] by 
Country – 2015-2022 ..................................................................... 12 

Table 2 - European Critical Infrastructure Protection Security Market [$M] by 
Revenue Source (Sales, Aftersale and Other Revenues) – 2015-
2022 ............................................................................................... 14 

Table 3 - Nuclear Power Plants by Country by # of Reactors & % of Power 
Generation  By Country .................................................................. 37 

Table 4 - Critical Infrastructure Protection Market: Business Opportunities Sectors
 ....................................................................................................... 44 

Table 5 - Critical Infrastructure Protection (CIP) Sub-Market Growth Sectors ..... 45 
Table 6 - Critical Infrastructure Protection Market – Competitive Analysis .......... 54 

Table 7 - European Critical Infrastructure Protection Security Market [$M] by 
Country – 2015-2022 ..................................................................... 59 

Table 8 - European Critical Infrastructure Protection Security Market [$M] by 
Revenue Source (Sales, Aftersale and Other Revenues) – 2015-
2022 ............................................................................................... 61 

Table 9 - UK Critical Infrastructure Protection Market [$M] (incl. Sales, Aftersale 
and Other Revenues) and AGR [%] – 2015-2022 .......................... 68 

Table 10 - UK Critical Infrastructure Protection Market [$M] by Revenue Source – 
2015-2022 ...................................................................................... 69 

Table 11 - France Critical Infrastructure Protection Market [$M] by Revenue 
Source – 2015-2022 ....................................................................... 70 

Table 12 - Belgium Critical Infrastructure Protection Market [$M] by Revenue 
Source – 2015-2022 ....................................................................... 70 

Table 13 - Sweden, Norway, Finland & Denmark Critical Infrastructure Protection 
Market [$M] by Revenue Source – 2015-2022 ............................... 71 

Table 14 - Germany Critical Infrastructure Protection Market [$M] by Revenue 
Source – 2015-2022 ....................................................................... 71 

Table 15 - Austria & Switzerland: Critical Infrastructure Protection Market [$M] by 
Revenue Source – 2015-2022 ....................................................... 72 

Table 16 - Italy Critical Infrastructure Protection Market [$M] by Revenue Source – 
2015-2022 ...................................................................................... 72 

Table 17 - Spain Critical Infrastructure Protection Market [$M] by Revenue Source 
– 2015-2022 ................................................................................... 73 

Table 18 - Poland Critical Infrastructure Protection Market [$M] by Revenue 
Source – 2015-2022 ....................................................................... 73 

Table 19 - Hungary & Czech Republic: Critical Infrastructure Protection Market 
[$M] by Revenue Source – 2015-2022 ........................................... 74 

Table 20 - Russia Critical Infrastructure Protection Market [$M] by Revenue 
Source – 2015-2022 ....................................................................... 74 

Table 21 - Rest of Europe: Critical Infrastructure Protection Market [$M] by 
Revenue Source – 2015-2022 ....................................................... 75 



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   7 

 

Table 22 - European Homeland Security and Public Safety Standards .............. 76 
Table 23 - Membership in the EU, Eurozone, and Schengen Area ................... 104 

  



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   8 

 

List of Figures 

Figure 1 - European Critical Infrastructure Protection Security Market [$M] by 
Country – 2015-2022 ..................................................................... 13 

Figure 2 - European Critical Infrastructure Protection Security Market Shares [%] 
by Country – 2015-2022 ................................................................. 14 

Figure 3 - European Critical Infrastructure Protection Market Share [%] by 
Revenue Source – 2015-2022 ....................................................... 15 

Figure 4 - Critical Infrastructure Protection, Layers of Security ........................... 19 
Figure 5- Hierarchy of Critical Infrastructures ...................................................... 21 

Figure 6 - Critical Infrastructure Security Investment Priorities Scheme.............. 22 
Figure 7 - Three Classes of the Private Sector Critical Infrastructure Risk 

Assessments .................................................................................. 24 

Figure 8 - Overview of the Electric Power System and Control Communications31 
Figure 9 - Energy Related Interdependencies across the Economy ................... 33 

Figure 10 - Nuclear Power Plants in Europe ....................................................... 36 
Figure 11 - Chemical Industry Dependencies and Interdependencies ................ 40 
Figure 12 - Chemical Industry by Segment ......................................................... 42 

Figure 13 - European Critical Infrastructure Protection Security Market [$M] by 
Country – 2015-2022 ..................................................................... 60 

Figure 14 - European Critical Infrastructure Protection Security Market Shares [%] 
by Country – 2015-2022 ................................................................. 61 

Figure 15 - European Critical Infrastructure Protection Security Market [$M] by 
Revenue Source (Sales, Aftersale and Other Revenues) – 2015-
2022 ............................................................................................... 62 

Figure 16 - European Critical Infrastructure Protection Market Share [%] by 
Revenue Source – 2015-2022 ....................................................... 63 

Figure 17 - UK Critical Infrastructure Protection Market [$M] by Revenue Category 
(Sales, Aftersale and Other Revenues) – 2015-2022 ..................... 68 

Figure 18 - UK Critical Infrastructure Protection Market Share [%] by Revenue 
Category – 2015-2022 ................................................................... 69 

Figure 19 - The European Union: Member States and Candidate Countries .... 103 
Figure 20 - EU Countries Currency Status- 2016 .............................................. 105 
Figure 21 - European 2015-2016 GDP Growth Forecast [%] By Country ......... 106 
Figure 22 - Europe GDP per Capita By Country ............................................... 107 

Figure 23 - 2015 Refugee Applications to Europe by Month ............................. 116 
Figure 24 - 2015 Migrant Applications to Europe by Country of Origin .............. 117 
Figure 25 - Main Routes of Migration ................................................................ 118 

Figure 26 - European Asylum-Seeker Decisions by Country ............................ 119 
Figure 27 - Refugee Acceptance by Country 2015 ........................................... 121 
Figure 28 - Asylum Claims per 100.000 Local Populations 2015 ...................... 122 
Figure 29 - Fragility and Instability in Europe Neighborhood MEA Countries .... 124 
Figure 30 - Europe Inflows of Threats ............................................................... 125 
Figure 31 - European Borders ........................................................................... 126 



Critical Infrastructure Protection Technologies & Market – Focus on Europe –  
2017-2022

 
 
 

 

 
     Copyright © 2017 HSRC.  All rights reserved | Copy #2017-02070816   9 

 

Figure 32 - The 2016 Schengen Border Map .................................................... 127 
Figure 33 - The Advanced Passenger Analysis (APA) System ......................... 136 

Figure 34 - Migrant Arrivals by Sea and Land Borders in 2015 ......................... 138 
 
 


