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1 Introduction 

1.1 Urbanization Trends 

(Source: UN 2014 World Urbanization Prospects report) 

Ç Globally, more people live in urban areas than in rural areas, with 54% of 
the world’s population residing in urban areas by 2014. In 1950, 30% of 
the world’s population was urban, and by 2050, 66% of the world’s 
population is projected to be urban. 

Ç Today, the most urbanized regions include Northern America (82% living 
in urban areas in 2014), Latin America and the Caribbean (80%), and 
Europe (73%). In contrast, Africa and Asia remain mostly rural, with 40 
and 48% of their respective populations living in urban areas. All regions 
are expected to urbanize further over the coming decades. Africa and Asia 
are urbanizing faster than the other regions and are projected to become 
56 and 64% urban respectively by 2050. 

Ç The rural population of the world has grown slowly since 1950 and is 
expected to reach its peak in a few years. The global rural population is 
now close to 3.4 billion and is expected to decline to 3.2 billion by 2050. 
Africa and Asia are home to nearly 90% of the world’s rural population. 
India has the largest rural population (857 million), followed by China (635 
million). 

Figure 1 - National Urbanization vs. GDP per Capita by Key Countries ï 2000-2020 

 
  



Safe & Smart City: Introduction – 2015 

 
 
 

 

 
Copyright © 2015 HSRC. All rights reserved | Copy #2015-060811-2 |  5 

 

Ç The urban population of the world has grown rapidly since 1950, from 746 
million to 3.9 billion in 2014. Asia, despite its lower level of urbanization, is 
home to 53% of the world’s urban population, followed by Europe (14%) 
and Latin America and the Caribbean (13%). 

Ç Continuing population growth and urbanization are projected to add 2.5 
billion people to the world’s urban population by 2050, with nearly 90% of 
the increase concentrated in Asia and Africa. 

Ç Just three countries—India, China and Nigeria together are expected to 
account for 37% of the projected growth of the world’s urban population 
between 2014 and 2050. India is projected to add 404 million urban 
dwellers, China 292 million and Nigeria 212 million. 

Ç Close to half of the world’s urban dwellers reside in relatively small 
settlements of less than 500,000 inhabitants, while only around one in 
eight live in the 28 mega-cities with more than 10 million inhabitants. 

Figure 2 - Urbanized Population Across the Globe 

 
 

Ç Tokyo is the world’s largest city with an agglomeration of 38 million 
inhabitants, followed by Delhi with 25 million, Shanghai with 23 million, 
and Mexico City, Mumbai and São Paulo, each with around 21 million 
inhabitants. By 2030, the world is projected to have 41 mega-cities with 
more than 10 million inhabitants. Tokyo is projected to remain the world’s 
largest city in 2030 with 37 million inhabitants, followed closely by Delhi 
where the population is projected to rise swiftly to 36 million. Several 
decades ago most of the world’s largest urban agglomerations were found 
in the more developed regions, but today’s large cities are concentrated in 
the global South. The fastest- growing urban agglomerations are medium-
sized cities and cities with less than 1 million inhabitants located in Asia 
and Africa. 
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Ç Some cities have experienced population decline in recent years. Most of 
these are located in the low-fertility countries of Asia and Europe where 
the overall population is stagnant or declining. Economic contraction and 
natural disasters have contributed to population losses in some cities as 
well. 

Ç As the world continues to urbanize, sustainable development challenges 
will be increasingly concentrated in cities, particularly in the lower-middle-
income countries where the pace of urbanization is fastest. Integrated 
policies to improve the lives of both urban and rural dwellers are needed. 

Figure 3 - Urban Population [%] by Country  

 
 

Ç In the theory of economic development, urbanization is practically a 
byword for economic growth. The country's transition from a planned 
economy to a market economy has created a steady flow of former 
agricultural workers towards the cities. 

Ç The existence of large cities continues to dominate the urban landscape. 
In fact, this phenomenon is expected to expand further. Mega-hubs are 
shaped primarily in the following forms:  
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1. Megacities which have a minimum of ten million inhabitants such 
as Greater London, New York, Metropolitan Paris, Shanghai, Sao 
Paulo.  

2. Mega Regions which combine with suburbs to form regions such 

as the combination of Johannesburg and Pretoria with the 
surrounding suburbs to create a population of over 15 million.  

3. Mega Corridors which connect two major cities or mega regions 
such as Hong Kong-Shenzhen-Guangzhou in China (Population 
120 million).  

4. Towns which have a population of up to 0.5 million  

5. Neighborhoods, Communities & Suburbs 

1.2 Urban Terror 

1.2.1 Introduction  

Ç While the grassroots jihadist threat is not by any means new, urban terror 
events in the United States, France and other parts of Europe highlight the 
varying types of grassroots jihadists and the different threats they pose 
based on training and connections to professional terrorist cadres. The 
spectrum of grassroots jihadists ranges from rank amateurs to trained 
operatives who work independent of a core or franchise jihadist group. 

Ç A good example of an unskilled amateur is Christopher Cornell, who was 
arrested on Jan. 14 in Cincinnati. Cornell was a self-radicalized Muslim 
with a history of problems who had no training in terrorist tradecraft or 
even in small-arms and small-unit tactics. While reaching out for contacts 
within the jihadist realm, Cornell unknowingly established contact with an 
FBI informant who was able to monitor his intent and efforts toward 
launching an attack against the U.S. Capitol. 

Ç Another example of amateurs becoming extremely dangerous when 
directed by professionals is the case of the 1993 World Trade Center 
bombing. A highly trained al-Qaeda operational leader, Abdel Basit (also 
known as Ramzi Yousef), was able to take a ragtag band of amateurs 
associated with the Nosair case and work with them to construct and 
detonate a 1,200-pound truck bomb in the parking garage beneath the 
North Tower. Indeed, Basit made a career of working with grassroots 
jihadists in places as diverse as the United States, the Philippines and 
Pakistan. He was only captured after one of the grassroots jihadists he 
was training refused to become a suicide bomber and shared his location 
with Diplomatic Security Service special agents, who then worked with 
Pakistani authorities to capture him in Islamabad. 
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Figure 4 - Jihadist Terror Level 

 
 

Ç There are various degrees of coordination, capability and threat presented 
by jihadists. In some cases, individuals have contact with a jihadist group 
that helps in their radicalization process, but they receive little or no 
operational assistance. A good example of this is Ft. Hood shooter Maj. 
Nidal Hasan, who corresponded with Anwar al-Awlaki via email, but 
received no training from al-Qaeda in the Arabian Peninsula. 

 

Ç Sometimes, amateurs can have limited or no contact with professional 
terrorist operatives, but receive the training they need via the Internet. The 
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Tsarnaev brothers learned to make the pressure cooker bombs they used 
in the Boston Marathon attack using instructions from al-Qaeda in the 
Arabian Peninsula's Inspire magazine. 

Ç The next step in the continuum is when a grassroots jihadist receives 
some training from a jihadist group, then returns home to conduct a self-
motivated and self-planned attack. The 2009 Little Rock shooting, the Jan. 
7 attack in Paris against Charlie Hebdo and the 2009 Najibullah Zazi case 
are all examples. 

Ç While more training often makes an operative more dangerous, this does 
not exclusively determine the threat level an individual poses. Personal 
capability and access to soft targets are also important factors. For 
example, Little Rock shooter Abdulhakim Mujahid Muhammad attended a 
training camp run by al-Qaeda in the Arabian Peninsula in Yemen and 
received small-arms training there, but he only killed one soldier in his 
attack. Conversely, Maj. Nidal Hasan, who had received no jihadist 
training, succeeded in killing 13 and wounding 30 in an attack that became 
the most deadly on U.S. soil since 9/11. 

Ç Other plans where jihadist groups in Pakistan trained grassroots jihadists 
to carry out attacks in the West have also seen mixed results. For 
example, while Mohamed Sidique Khan and his confederates were able to 
kill 52 victims in their July 7, 2005, bombings in London, Faisal Shahzad 
was not able to build a viable improvised explosive device and instead left 
a large, conspicuous dud at Times Square in May 2010. 

1.2.2 Urban Terror Trends 

Al-Qaeda and ISIS have a history of sending operational commanders to 
organize and mentor grassroots jihadists in conducting major attacks. They used 
this model for the 1993 World Trade Center bombing, the 1998 East Africa 
embassy bombings and several other plots. However, counterterrorism 
measures taken following the 9/11 attacks have made this operational model 
more difficult to implement, and we have not seen such an attack in several 
years. Instead, jihadist organizations are increasingly turning to the leaderless 
resistance model, as even using fighters returning from training or combat in the 
Middle East to carry out attacks has become more difficult. 

Since the Islamic State called for jihadists to adopt the leaderless resistance 
model in September 2014, we have seen an uptick in grassroots activity. A 
month ago, it appeared as if this would be a short-lived trend, but the events of 
the past two weeks have shown that the trend is continuing. Interestingly, the 
Charlie Hebdo attackers were acting out of solidarity with al-Qaeda in the 
Arabian Peninsula while their co-conspirator, Amedy Coulibaly, pledged 
allegiance to the rival Islamic State. This case not only illustrates the increased 
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frequency of grassroots attacks, but also the complexity of the web of contacts 
and influences that can motivate them. 

Countries are trying to block travel to places such as Syria where grassroots 
jihadists can receive training and combat experience, but as our grassroots 
spectrum shows, this will not totally alleviate the problem. Rather, it will only help 
to limit the small-arms and terrorist tradecraft training provided to grassroots 
jihadists. If these individuals are not permitted to travel, they may just strike in 
their home countries ahead of schedule. Such was the case on Sept. 23, when 
Michael Zehaf-Bibeau killed a soldier at the Canadian War memorial in Ottawa 
and stormed the Canadian Parliament building after being denied a passport to 
travel to Syria – presumably to fight with the Islamic State. 

1.2.3 Urban Terror Challenges 

As designed, the leaderless resistance model employed by grassroots jihadists 
poses problems for law enforcement and intelligence agencies. Most 
counterterrorism intelligence efforts have been designed to identify and track 
people with travel, communication or financial links to known terrorist groups. 
Such methods have proven effective. Still, one of the many difficulties in 
identifying grassroots jihadists is that such links may not exist, and the 
relationship between grassroots operatives and terrorist groups may be 
ambiguous — and government agencies simply do not fare well in dealing with 
ambiguous things. 

Beyond the lack of links or solid links, another significant problem for security 
agencies lies in the sheer volume of potential grassroots actors. There are simply 
too many actors for the authorities to effectively monitor all the time. Monitoring a 
single individual's actions and communications full time requires an incredible 
amount of resources, especially if translation is required. When monitoring 
hundreds or even thousands of individuals, the problem is magnified significantly. 

Because of resource constraints, law enforcement and intelligence agencies are 
forced to conduct quick assessments and prioritize their surveillance efforts. This 
often means focusing on grassroots operatives who have contact with a terrorist 
entity and ignoring those who do not because of the severity in the potential 
threat they pose on the threat spectrum. This prioritization of scarce resources 
often allows other grassroots operatives assessed as posing a lesser threat to 
conduct their operational planning without police surveillance detection. Of 
course, even jihadists who pose a lesser threat can still kill people. Moreover, if 
they do launch a successful attack, security forces are inevitably criticized for 
failing to monitor the specific person(s) in the sea of potential attackers. 

Furthermore, security agencies can only monitor the suspects they know about. 
Other people can fly beneath the radar until they strike. It is impossible to identify 
them all before they attack, and it is impossible to protect every potential target. 
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Despite the best efforts of the security forces, some attacks will eventually slip 
through and succeed. 

As long as jihadists urge radicalized followers to adopt their ideology and conduct 
attacks using the principles of the leaderless resistance model, grassroots 
jihadists will continue to pose a broad threat that is difficult to counter. As a 
result, these kinds of attacks will remain a part of modern life. However, this 
threat will also continue to be less severe than the one posed by highly trained 
professional terrorist operatives, meaning that while it is chronic, it is not acute. 

1.3 Safe City vs. Smart City 

The definitions of Safe Cites and Smart Cities from an application perspective 
are not very exact, since different industry players emphasize different key 
attributes. Current definitions reflect to a degree the different historical 
development paths and differing industry segments and stakeholder groups. 

1.3.1 Smart Cities  

Ç Smart cities can be identified along six main elements: 

1. Smart economy 

2. Smart mobility 

3. A smart environment 

4. Safe City 

5. Smart living 

6. Smart governance 

Ç These six elements connect with theories of urban growth and 
development. In particular, the elements are based respectively on 
theories of regional competitiveness, transport, information and 
communication technologies, economics, natural resources, human and 
social capital, quality of life, and participation of citizens in the governance 
of cities. 

Ç A city can be defined as ‘smart’ when investments in human and social 
capital and traditional (transport) and modern ICT infrastructure 
fuel sustainable economic development and a high quality of life with a 
wise management of natural resources through participatory action and 
engagement.  

(Source: Caragliu et al.) 

 

 

http://en.wikipedia.org/wiki/Smart_growth
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Table 1 - The Six Pillars of Smart City 

 
 

Ç In the 21st century, these three pillars are becoming increasingly 
important for policy makers as they look to develop their economies in a 
more sustainable fashion. This filters down to the city level where local 
government officials are not only dealing with increased levels of 
urbanization, but also improving living standards, ease of doing business, 
and per capita income in the face of increasingly ageing infrastructure (i.e. 
roads, buildings and utilities). In line with this, cities are beginning to 
outline clear targets across the three pillars of sustainability (and starting 
to realize the critical role that ICT will play therein).  
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Figure 5 - Smart City Framework 

 

 

Á The most potential implementations, the local telecom service providers 
(Sps) will play an integral role in providing the bandwidth and operational 
know-how needed to run a smooth, reliable and secure Intelligent 
ecosystem of services. The challenge for Sps will invariably be in 
integrating their legacy oSS/BSS and network management systems to 
the future scalable needs of Intelligent communities. Another huge 
challenge for the architects of the connected cities will be the exploding 
mobile and embedded devices coming on to the market at an accelerated 
pace. 
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Figure 6 - Smart City Platform by Individual Services  

 

(Source: IBM) 
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Figure 7 - A Typical Smart City Layout  

 

(Source: IBM) 
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1.3.2 Safe Cities 

Á Safe city projects are municipal-level deployments of sensors and systems 
whose specific goal is to enhance civilian security and safety. One can 
define the safe city concept as “A system that enhances public security by 
constructing networked sensors across cities to optimize safety related 
response from detection to reaction”. 

Á In the context of this report, a safe city project is defined as any municipal 
(or community) level deployment of more than 100 video surveillance 
cameras that are monitored by at least one municipal public safety 
command, communication & control center. 

Á Safe city projects depend variedly on the size and local security statutes 
and budgets. Safe city implementation of ICT and sensors technologies 
shows differences in terms of planning, construction and architecture. On 
one hand, a Safe City project might demand multiple city operators in 
charge, while on the other, it can also require a tonal centralized 
organization or hybrid centralized and diffused operators running the safe 
city.  

Figure 8 - Safe City Functions 

 

(Source: Emergeo) 
 

Á In the context of this report, a safe city project is defined as any municipal-
level deployment of more than 30 sensors and/or video surveillance 
cameras that are monitored by at least one municipal public safety 
command, communication & control centers. 
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Figure 9 - Distribution of Safe Cities Points 

 

Á There is another challenge for both city planners and the industry. On the 
one hand, planners would be reluctant to mirror investment in other case 
studies of Safe Cities given the specificities of their cities; on the other 
hand, the industry would consider it commercially challenging to 
constantly adapt their solutions to over-tailored customer requirements. 
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Figure 10 - Safe City vs. Smart City 

 

(Source: CSST) 

 

Figure 11 - Smart City vs. Safe City Overlapping Missions 

Clearly 

Smart City 

Overlapping 

Missions 

Clearly 

Safe City 

 

  Example: 

 Pollution Control 

 

 Example: 
Energy Saving & 
Security 

  Example: 

 Terror Mitigation 

   Law Enforcement  

 
 
 
More information can be found at:  
Global Safe City: Industry, Technologies & Market ɀ 2015 -2020  

http://homelandsecurityresearch.com/2015/06/Global-Safe-City-Industry-Technologies-Market-2015-2020

